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Summary

This document presents the final version of the PALE Services Registry and Delivery
Frameworks, which will be made available for comitiaa. The PALETTE Services Delivery
Framework (PSDF) aims at providing potential useith an easy overview, access and management
facilities to the palette of services resultingnfrehe PALETTE project. The PSDF is linked to the
PALETTE Services Registry Framework (PSRF), whichvjgles a registry where all PALETTE
services are referenced. It provides user-oriemésifaces to the PSRF: the PALETTE Services
Browser (PSB) and the PALETTE Services Portal (P@P3pecific section is dedicated to inter-
widget communication in the PSP, which is a mainieaecment allowing composition of services at
the presentation level. Last changes and enhandsnoenthese frameworks, as far as their first



version is concerned (see D.IMP.04, D.IMP.05 and1B.06), are also presented in this document. In
particular a usability study is proposed and takém account in the enhancements.
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1 Introduction

This document presents the final versions of theFPINE Services Registry Framework (PSRF) and
of the PALETTE Services Delivery Framework (PSDiich is provided to communities aiming at
enhancing their efficiency thanks to the palettes@fvices we offer them. While presenting the last
features and enhancements of the frameworks compoateady described for most of them in the
deliverable D.IMP.06, we take here an end-usemtetk approach. All along the development life-
cycle of the provided tools, we have adopted a-osetred design and a particular attention has been
given to ergonomics and usability, to which specsiections are dedicated in the description of each
tool.

The targets of the present report are the potenBals of PALETTE’s palette of services, both
standard users and developers aiming at makingptégration in the CoP’s IT environment. It will be
useful to developers of PALETTE services, to gdtrtow the APIs that are available to advertiserthei
services and to integrate their services throughptiovision of widgets. Finally, it may also be fuse
for CoP mediators, mainly to get a descriptionhaf katest version of the service browser and t@ hav
an idea of the new possibilities of the Portal.

The final version of the PSRF has been released tfe consideration of a set of critical issued th
concern the service description and registration:

* Definition of a common accepted PALETTE Servicealiption schema, which constitutes the
basis for all the PALETTE Service description doeumis.

* Definition and implementation of the set of theyaded PSRF methods.
» Acceptance of the communication protocol.
* Fixing of bugs and improvement of performance.

In the context of PSRF usage, a web based Usarfdogefor the registry has been also designed in
order to provide a human-friendly way for the PAUIET partners to register and publish their

PALETTE services. Both the PSRF description andrinition about the Registry Ul are presented in
this document.

The final PSDF provides the following functionsppiding a great flexibility in the exploitation of
PALETTE services with different levels of integmti in the existing architecture of a CoP and
answering to different needs:

* PALETTE Services Portal (PSP): A web portal allogviCoPs or CoPs’ members to compose a
personalised interface to PALETTE services, incigdaggregation and composition of those
services;

* PALETTE Service Browser (PSB): A (web) graphicaterface enabling CoPs’ members to
search and use new services in the PALETTE serveggstry.

The remainder of this document details the lastsiomrs of the PSRF (section 2) and of the PSDF
components, the registry, the service browser,thadoortal (section 3). Components are described
focusing on enhancements and changes since thiemediry release presented in D.IMP.06. Section
3.2 details the mechanisms provided for inter-widggnmunication, allowing services composition at
the presentation level. Section 3.5 is dedicatezkperimentations in CoPs and usability tests, tiéh
recommendations provided as a result. Finally,i@@c2 concludes and gives hints for evolution
perspectives.

1.1 Acronyms

» API: Application Programming Interface
e CoP: Community of Practice

* CSUQ: Computer Science Usability Questionnaire

PALETTE D.IMP.07 7 of 52
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« CSS: Cascaded Style Sheets

« DBMS: DataBase Management System

« DOM: Document Object Model

* GUI: Graphical User Interface

e HTML: HyperText Markup Language

« HTTP: HyperText Transfer Protocol

* HTTPS: Hypertext Transfer Protocol over Securek8btayer
¢ INFOQUAL: Information Quality

* INTERQUAL: Interface Quality

* ISO : International Standards Organization

* IT: Information Technology

* MVC: Model View Controller

* PSB: PALETTE Service Browser

« PDM: Participatory Design Methodology

* PSP: PALETTE Services Portal

* PSDF: PALETTE Services Delivery Framework
* PSRF: PALETTE Services Registry Framework
* REST: Representational State Transfer

* RSS : Really Simple Syndication

« SOAP: Simple Object Access Protocol

e SYSUSE: System Usefulness

« SUS : System Usability Scale

* Ul User Interface

* URI : Universal Resource Identifier

* URL : Uniform Resource Locator

* UWA : Universal Widget API

« WADL : Web Application Description Language
« WAM: Widget Authentication Mechanism

« WRWD : The W3C Widgets 1.0 Requirements workingfdr
* WSDL : Web Service Definition Language

* XHTML: Extensible HyperText Markup Language
* XML: Extensible Markup Language

1.2 Reading conventions

References are listed at the end of the documesédtion 5. References by author, like (Fielding,
2000), appear in a bibliography in section 5.1,levheferences by code, like (URL: ALU), appear in a
“webography” (list of Web links), section 5.2.

PALETTE D.IMP.07 8 of 52
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2 The PALETTE Services Registry Framework

PSRF has been designed in the context of the PAEES@rvice Platform Architecture (as it has been
presented at D.IMP.04). It is a service descriptiepository, which is responsible to maintain and
publish description records of all the availableLIEATE services. In particular, the main PSRF tasks
are:

« to publish the available services by registerieyise description documents to the registry;
« to modify the above service descriptions;
» to search and discover services, and

 to handle client authentication.

The first implementation of PSRF was released @asttond year of the PALETTE project. However,
some changes concerning the provided API have bemumired during the interoperation with the
PALETTE Service Delivery. Furthermore, the sernvilgscription schema was modified according to
both service providers’ suggestions and some pedoce issues. Thus, a new version of PSRF was
finally produced.

This section reports on the final version of thd(RPSA complete list of the modifications, additions
and improvements that have been applied in PSRIe $is first version is also presented. Finallg th
section provides some general information abouPtBBF user interface.

2.1 The Final Version of PSRF

PSRF consists of the "Access and ldentity Mechahesmd the "PALETTE Service Registry". Both
modules are being implemented in order to secwstelse, publish and manage the PALETTE Service
Description Records that are produced by the PALEBErvice Providers. Despite the fact that each
of the modules has a specific role, both modulestiongly cooperating in internal layer. In PSR,
integration library combines the two different mttu and provides to the end-users (service
providers, applications and PALETTE members) a mgief methods through the PSRF API.

The Access and Identitymechanism module is responsible for managing dbatity repository and

for executing the required mechanisms that wilhaaticate users as well as applications. Through
this mechanism, the service providers will be ableegister themselves in the PALETTE registry and
the registry administrator will have the ability tmanage the registered accounts. The main entity of
this module is the identity entity called "Accoun®&n “Account” can be related to humans or
applications. Currently, PSRF supports three differtypes of accounts, namely: Administrator,
Service Provider and Simple User or Application. éVhsomeone is being authenticated as an
Administrator, all the PSRF APl methods becomelalié. Service Providers can create and modify
registry records into the framework, while simplsers (or applications) have view and search
privileges only.

The PSRF API methods that concern the Access agtitg mechanism are the following (more
technical details can be found at (URL:PSRF):

Method Description
IdentifyAccount Identifies an Account by name and password.
[name, password] If the identification succeeded, returns 1 else 0.

If operation fails, operation error is returned.

LoadAccountByID Loads an Account from Registry by its id. This aiEm
requires the Administrator Credentials for the esjar.
[id_account]
Returns the Account filled up with the Account data
If no data then it returns 0. If operation failpecation error is
returned.

PALETTE D.IMP.07 9 of 52
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LoadAccountByNamePass

[name, password]

CreateAccount

[name, password, email, affiliation, type]

UpdateAccount

[id_account, name, password, email, affiliatiometly

DeleteAccount

[id_ account]

CheckEmail

[email]

CheckName

[name]

CheckEmail

[email]

CheckName

[name]

LoadAccountList

[name, password]

Loads an Account from Registry by its Name and Wass.

Returns the Account filled up with the Account data
If no data then it returns 0. If operation failpecation error is
returned.

Creates an Account in Registry. This operation iregithe
Administrator Credentials for the requestor.

Returns the id of the created Account as the Reed#
Number. If operation fails, it returns a negatiypemtion error.

Updates an Account in Registry. This operation iregtthe
Administrator Credentials for the requestor.

Returns 1 as the ResultCode Number. If operatiits fa
returns a negative operation error.

Deletes an Account from Registry by its id. Thi®kgiion
requires the Administrator Credentials for the esiar.
The account will be deleted only if there are ntegnity
constrains.

Returns 1 if the Account was deleted.
If operation fails, operation error is returned.

Check for the existence of an email. This operatiguires
the Administrator Credentials for the requestorisTinethod
is useful in case an application wants to pre-chieckthe
existence of the email during the registration pchoe.

Returns 1 if emails exists, otherwise 0. If operafails, it
returns a negative operation error.

Check for the existence of an Account Name. Theraiion
requires the Administrator Credentials for the eegjar. This
method is useful in case an application wants to pre-
check for the existence of the Account Name during
the registration procedure.

Returns 1 if Name exists, otherwise 0. If operafails, it
returns a negative operation error.

Check for the existence of an email. This operatémuires the
Administrator Credentials for the requestor.

Returns 1 if emails exists, otherwise 0. If operafails, it
returns a negative operation error.

Check for the existence of an Account Name. Theraton
requires the Administrator Credentials for the esiar.

Returns 1 if Name exists, otherwise 0. If operafals, it
returns a negative operation error.

Loads a List of all active Accounts of the regisffhis
operation requires the Administrator Credentiaisiie
requestor.

Returns 1 if all ok. If operation fails, it returasegative
operation error.

The PALETTE Service Registryconcerns the mechanism that holds the descriptibalt published
PALETTE services. In particular, the requestors abte to search, locate and finally use the
PALETTE services descriptions during design timeoider to generate the necessary "stubs" for
communicating with other PALETTE services and ind¢igg them with their own. These descriptions
(registry records) are stored internally in an XKélrmat that is complied with a specific PALETTE
Service XML Schema. This particular schema can be ound at
(http://150.140.18.39:91/psrf/img/ServiceDescrip8ohema.xsd In our approach, a PALETTE

PALETTE D.IMP.07 10 of 52
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service can be a web service, a web applicatiom won-web application. The PALETTE Registry
provides to the PSRF API a rich set of operatidret tan store, manipulate, publish and search
PALETTE Service Description Records (more technithils can be found at (URL:PSRF). These
operations are described below.

Method Description

CreateService Creates a Service Description in Registry. Thisahen
requires the Administrator or the Service Providezdentials

[account_id, status, xml_content] for the requestor.

Returns the id of the created Service as the Resdé
Number. If operation fails, it returns a negatiyetion error.

UpdateService Updates a Service Description in Registry. Thisratien
requires the Service Provider Credentials for dupiestor.
[id_service, status, xml_content] Service providers can update only service desoriptthey

have created.

Returns 0 ResultCode Number. If operation failsgtiirns a
negative operation error.

DeleteService Deletes a Service Description from Registry. Thieration
requires the Service Provider Credentials for &dugiestor.
[id_service] Service providers can delete only service desorigtthey

have created.

Returns 0 ResultCode Number. If operation failsgtitirns a
negative operation error.

LoadServiceByID Loads a Service Description Record from the Registr

[id_service] Returns a Service Description together with 0 asuR€ode
Number. If operation fails, it returns a negatiyemtion error.

PublishService Publishes the Service Description. (Makes it ateldo the
public)

[id_service]

Returns 0 as ResultCode Number. If operation faiteturns a
negative operation error.

UnpublishService Unpublishes the Service Description.

Returns 0 as ResultCode Number. If operation faitefurns a
[id_service] negative operation error.
LoadServiceList Loads a List of all active Services of the registry

Returns 1 if all ok. If operation fails, it returamegative
operation error.

LoadServiceListByAccount Loads a List of all active Services of the regishat have beei
created by an account. This operation returns poiiish and
[id_account] not publish services.

Returns 1 if all ok. If operation fails, it returamegative
operation error.

SearchServices Loads a List of all active Accounts of the regisffhis
operation requires the Administrator Credentiaistiie
[name, provider, category, type, contributor, kegdyalescription, requestor.

orderByPublicationDate]
Param elements are mandatory. Params may notdue fil
When more than one param have values they aredliwié
the operand "AND". The string matching is basecon
substring case insensitive text search.
Returns 1 if all ok. If operation fails, it returasegative
operation error.

SearchServicesGlobal Searches all published Services of the registmyguaiglobal
search given a keyword.
[key]

Returns 1 if all ok. If operation fails, it returamegative
operation error.

PALETTE D.IMP.07 11 of 52
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PSRF is operating as a web service by itself. laistand-alone server that sends and receives
messages over the HTTP protocol. It can be accabsedgh REST methodology (it is listening to
HTTP POST) and can be easily converted to a cl&&GiBP-based web service. In particular, PSRF
supports two kinds of request messaging. The tret (XML messaging) uses XML formatted
requests and responses, while the second oneed basinterchanging simple name-value pairs into
the message body. A real example of the two difterequests is displayed bellow. Although the
communication protocol is the HTTP, the body of teguest message may be structure in two
different ways.

XML Request Name-Value Request
<?xm version="1.0" encodi ng="utf-8"?> Nane=ni kos&Passwor d=ni kos&S_| DSer vi ce=12&
<Request > OpNane=LoadSer vi ceByl D

<Aut henti cati on>
<Name>ni kos</ Nane>
<Passwor d>ni kos</ Passwor d>
</ Aut hent i cati on>
<Oper at i on>
<Nane>LoadSer vi ceByl D</ Nane>
<Par ans>

<i d_servi ce>12</id_servi ce>
</ Par ans>
</ Qper ati on>
</Request>

The development of PSRF was based on MicrosoftlST.N2.0 framework using the MS Visual
Studio Development Platform and the C# programntémguage. The storage layer is supported by
Microsoft SQL Server 2005 DBMS which provides natfunctionality for XML document storage
and retrieving. The hosting and publishing of ti#RIF API takes place through the Microsoft Internet
Information Server. Finally, an available client thie PSRF API (http://150.140.18.39:91/psrf) has
been developed using the PHP programming Language.

2.2 Using PSRF.

The provided API of PSRF can be used in order tegimate the registry’s functionality with any
external service browsing application. In the centdf PALETTE, the Service Delivery Framework
(see chapter 3), through which one can search iaddififormation about all available PALETTE
Services and widgets, is based on PSRF. Thus, ghrthe invocation of PSRF API methods, the
Service Delivery can provide all the aforementiofigttionality. In particular, when someone wants
to find detailed information of a particular semjche/she can access the entire service description
document in which both explanatory details and UiRks to WADL or WSDL descriptions can be
easily found.

PALETTE partners can use PSRF for registering thamils and services through their accounts.
Currently, they can use the PSRF client pageshisr gurpose. However, the service management
functionality will be provided through the Registoy (see section 2.5) that is still under developme

Until now CTI, EPFL and CRP-HT have already cred®dvider Accounts in order to exploit the
PSRF functionality. Moreover, a list of PALETTE giees is already registered in the PSRF. These
are:

1.CoPe _it!
2.Amaya
3.LimSee3
4.eLogbook
5.DocReuse
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6.SweetWiki

7.BayFac

8.CoPe _it! search web service
9.SemanticFaq Portal

10.Semantic Retrieval Service

11.0Ontology Management Service
12.Annotation Management Service
13.Semantic Engine Administration Service
14.PALETTE Service Registry

2.3 Current status and location information

PSREF is operating as a Web Service using the HTo® I athttp://palettereqgistry.cti.gr/servicét
(URL:PSRF-SERV]figure 1), some overall information about PSREiien. Furthermore, a detailed
PSRF API documentation together with some sampleseovice invocation are available at
http://150.140.18.39:91/psrffigure 2). The final (updated) version of PSRFéssionl.2, which has
been released at 20/08/2008.

. X
’ Palette Registry
@ £
]7-' - V.11 [20-08-2008] CTI ‘

Palette Registry is a mechanism that holds the descriptions of all published Palette services. In particular, the requestors are able to
search, locate and finally use the Palette services descriptions during design time in order to generate the necessary "stubs" for
commmunicating with other Palette services and integrating them with their own. Those descriptions (registry records) are stored
internally in an XML -format that is complied with a specific Palette Service XML Schema. Palette Registry provides through its APT
arich set of operations that can store, manipulate, publish and search Palette Service Description Records.

Palette Registry is being developed in the context of task 5.2 (M13-M30).

Locations
Palette Registry is an XML based RESTFul sevice that listens at: http./pal istrv.cfi. gr/service/Default aspx
However, it can also support simple (name-value pairs) RESTFul requests at: hitp:/pal istry.cti gr/service/Defanltd asp

Documentation and Samples

The Palette Service Registry Framework (PSRF) APT Documentation web site contains detailed information about the way the
Palette Registry works as well as complete invocation examples for each provided functionality. This web site is also demostrating
how a PHP client can comnmumnicate with the Palette Registry.

Downloads

Some concrete (client-side) examples of invocation of the Palette Registry methods are available for download. These can be found

both in PHP [PHP Samples] and C# for ASPX net [.net Samples] implementations.

Copyright © 2007 by: CTL All Rights Reserved.

Figure 1: The Palette Registry Web Site
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ﬁ Palette Service Registry Framework v.1z0.0s2008
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= API Documentation

& Signed In: No ~
Sianin Palette Service Registry Framework (PSRF) Description and Technical Details
R Access & Identity
IdentifvAccount el 20002008
LoadAccountBviD Table of Contents
LoadAccountByNamePass
CreateAccount o Introduction
UpdateAccount ® Current Status
DeleleAccount ¢ Technical Details
CheckEmail © Location
— © Communication Protocol
Checkhame © Primitive Objects
LoadAccountl ist © Request Messaging
5 = Response Messaging
# Service Registry 9 Sespofive IVOSSAENE
[FOSE= S - ; Biontort P Voo

¢ API Documentation

DeleteService

LoadSenviceBviD

PublishService

Introduction [back to ToC

The Palette Service Registry Framework (PSRF) consists of the "Access and Identity Mechanism" and the "Palette Service
Registry"” . Both modules are being implemented in order to securely store, publish and manage the Palette Service Description Records that are

produced by all the Palette Service Providers. Despite the fact that each of the modules have a specific role, both modules are strongly
SearchSenices cooperating in internal layer. In PSRF, an integration library combines the two different modules and provides to the end-users (developers and
SearchSenvicesGlobal applications) a superset of methods through the PSRE APL &
< I

UnpublishSenice
LoadSemiceList

LoadSenicelistByAccount

Figure 2: The Palette Registry API documentatiorn\Sie

2.4 Modifications and Additions to the first release.

The required alterations and additions on the fiession of the PALETTE Registry, which have been
done according to the PALETTE users’ needs, arsepted below:

1.Addition of an extramessagingmechanismthat useshame-value pairsPSRF was initially
operating by exchanging well-formed XML messageshia body of both http requests and
responses. This has the advantage of handling ritiee enessages with a very easy way.
Furthermore, it allows the transformation of theolehPSRF to a SOAP-based service without
much effort. However, after the first real usagetted PSRF by the Service Browser Ul, it was
asked for the PSRF to also support a more RESTipitfcach of the messaging mechanism by
using HTTP POST request pairs of names and vaNes, PSRF provides efficiently the whole
set of its available methods in both ways.

2.Modification of thePALETTE Service Description Scherithe PALETTE Service Description
Schema was firstly defined according to the D.IMPgDidelines for development after agreement
between all the involved partners. However, soreenehts of the schema were added and some
others removed after the implementation procedulge to some reasons that concerned
simplicity, usability and importance. Although teeslterations took place after the first release of
PSREF, all the existing service registrations wdse apdated according to the new schema. The
final version of the schema is currently supporteg PSRF and is available at
http://150.140.18.39:91/psrf/img/ServiceDescripSohema.xsd

3.Improvementof searching capabilitiesSearching capabilities have been improved wittnaex
functionalities. First, PSRF now supports searctkdéywords that can be matched in every point
within the Service Description XML Document. Funiim®re, case insensitive search is also
supported by PSRF within the XML Document elements.

4.lmprovement operformanceor the existing methods: In order to improve parfance issues
during the requests and responses of PSRF, sonmgeh#ook place in the design of both the
storage and the interface layer. Thus, PSRF canexaeute load and search operation in a very
fast way.

5.Fixing of severabugsthat occurred during usage.
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2.5 The Registry Ul

The Registry Ul allows PALETTE partners to uploatt ananage their services’ descriptions. It is
based on the provided API of the PSRF and it asdtid any partner will be able to securely handle
all the registered PALETTE services.

The Registry Ul operates in two different modesnaly the Administrator mode and the Service
Provider mode. Within the former, the PSRF admiatst can manage all PSRF Accounts and can
accept or reject requests for creation of new ERivAccounts. Furthermore, the PSRF administrator
can assist providers in the management of the tezgis service descriptions, as he/she has full
permissions for the management of all PALETTE S®wiin PSRF. In the latter mode, Service
Providers are able to create, alter, delete, publigl unpublish their services’ descriptions thtotlge
“MyServices” control panel screen. In order to ascthe Registry Ul, both administrator and service
providers are required to authenticate themselvéisa Registry Ul login form, which is responsibbe
redirect users to the appropriate operational mode.

The development of the PSRF is based on MicrosdftisT v2.0 framework using the MS Visual
Studio Development Platform, the C# programmingjleage and the ASPX dynamic web pages. The
hosting and publishing of the PSRF API is takingcel by the Microsoft Internet Information Server.

2.5.1 Current status and location information of the Regstry Ul

The Registry Ul is currently under development. igstf prototype of the Ul will be temporarily
released ahttp://150.140.18.39:85h order to be provided for a first evaluation &y PALETTE
Partners. Then, after the feedback and customisatf@ase, the registry Ul will be published at
(URL:PSRF-SERV) Both the Registry Ul and the Registry browsel Wwé interconnected via direct
links in order for PALETTE users to navigate eabiggween the two different interfaces of PSRF.

2.5.2 Future tasks of the Registry Ul

Work on the Registry Ul is currently focused on tetical tasks: the generation of a dynamic
PALETTE service registration web-form, and the eiplion of the Service Registry Ul.

In its first release, the Registry Ul will supptine upload of the entire PALETTE service descriptio
XML document in the form of an XML file that is tly created and formatted by the users outside
the context of the Ul. In the registration proceguhe uploaded file will be validated against the
PALETTE service description schema and will be ritexk (or not) to the PSRF. However, in order to
avoid both the external creation of the XML docuinamd the validation procedure, the final version
of the Registry Ul will focus on the support of gndmic web-form, in which all the necessary
PALETTE service information will be filled as singpfields and will be checked on run-time.

The Service Registry Ul will be exploited by all BRTTE partners in order to in order to both
publish and manage their PALETTE services provideédl will have the role of the PSRF
administrator in order to assist and coordinateettpdoitation (according to the description of WIR5
IP3).
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3 PALETTE Services Delivery Framework

3.1 Evolution

A complete refactoring of the PALETTE Services BbfPSP) was undertaken in order to greatly
improve its source code quality. Although it doed supply main functionalities for end-users, this
step was necessary in order to allow much fastezldpment of new major features.

The software architecture was completely recretddtally fit to the Model-View-Controler (MVC)
design pattern. The application is now built onHlPRMVC framework designed and developed at the
CRP-HT. This new design aims at guiding the develapt process in a more object-oriented
direction and settles a firm foundation for theufet of the project. The source code is nhow entirely
documented. All information relevant to the soutode is at this time available as an XHTML-based
referential generated by PHPDocumentor (URL:PHF&)a more convenient and efficient reading.

The installation process is now easier than bebmeause the software does not rely anymore on
particular PHP/PEAR (URL:PEAR) libraries that ar@ mcluded by default with PHP5. At present,
the portal is quite built upon core PHPS5 features.

Efforts were made on the internationalisation @& ¢fnaphical user interface of the portal that s no
provided by default in English, French and DutehtHe future, every language the portal needs to be
translated in, including languages with particutdwaracters such as Chinese and Arabic may be
supported. In summary, a full Unicode translatioechanism is provided and the way to add a new
language is kind of trivial.

The portal also supports the newly designed inidgets communication mechanism. Currently,
widgets are able to notify events to other onesgu8Unicast”, “Multicast” or “Broadcast” event
firing mechanisms that are accessible for widgeetigers through the existing widget API.

Concerning the PALETTE Services Browser (PSB),va dahancements have been achieved, centred
on usability by providing new search functions layegories or tags and a specific widget that can be
inserted in the PSP.

The next sections details all those evolutiongitiatawith the new features of the PSP, namely the
inter-widget communication and the widget authextiom mechanisms, and ending with the PSB.

3.2 Inter-widgets communication in the PSP

The portal realizes the visual integration of salservices through the provision of a widget facte
service. However, this is not enough to allow iat&ion between services to be triggered from the
portal. For that purpose we have developed an -imiggets communication mechanism that is
illustrated in the following sections after a shmrésentation of some scenarios.

3.2.1 Scenarios involving inter-widget communication

When a news widget receives a news item about ticplar company, it could tell a stock quotes
widget to display any changes in that company'sestmice. This example is taken from the
requirement 33 of the W3C Widgets 1.0 Requiremergking draft (URL:WRWD). It illustrates a
first type of inter-widget communication that wenazall widget state coupling.

Widget state coupling is required whenever a widhgdtls some data or some state information, which
can be updated, either from the system, or as seqouence of a user action. For instance, the aafion
the user could be to push a button displayed meatresult list displayed in a widget with the effef
selecting a particular result item, which couldnthee automatically transmitted to another widget
being able to do some treatments with that item.

Another scenario that we call the drag and dromade is an extension of the drag and drop
operation, which is natural in direct manipulatiger interfaces such as operating system desktops.

Figure 3 below is a mockup illustrating how a di@gd drop operation could be use to drag a
particular result from a Common Repository Brows@get and to drop it onto an XTiger Template
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Preview Widget to invoke a pre-visualization seevehowing the XTiger template file with different
preview styles which can be selected before frggo@mup menu. This example is quite realistic as both
widgets are currently under development by PALEPBENers.

Widget: Common Repository Browser Widget: XTiger Template Preview

Show files starting with :

ac

in a new window

s academic-report-2007.xhtml| Preview style :
* academic-report-2008.xhtml
* ACM:CSCW-Draftxhtml _____ e

* JACM-Proc-Article.xtd k__ “:

Figure 3: example of Drag and Drop operation betw&&o widgets.

Another example is a contact widget displaying ltsieof contacts of the user with eventually some
online status information. Such a list is a shdrtouselect a user, which can then be used to erfo
all kinds of operation into other services. Fottanse, if a widget is available for negotiating tivege
arrangements, it may be convenient to drag and th®@pisers to invite to a meeting directly from the
contact widget to the meeting calendar widget.

3.2.2 Design issues for an inter-widget mechanism
We had to solve four major issues while designimgnéer-widget communication mechanism.

The first issue concerns the identification of éwents, which are transmitted to the widgets. These
events can be named (or typed) with different s&enit seems imperative that a good naming
scheme should allow decoupled widgets to addresatgvrom each other, without knowing their
implementation details. This is required for ins&mo develop mechanisms such as publish-subscribe
between widgets.

The second issue concerns the transmission ofagatiated with an event occurrence. Basically two
mechanisms can be retained:

* by value the data is directly encoded within the messaganoevent occurrence, which is
transmitted from a source widget to a target widget

* by reference only a means to retrieve the data is transmifi@dinstance in the form of a URI
Reference which can be de-referenced to obtaiddtee

The third issue concerns the style and the syntakeo“wiring” between source widgets and target
widgets. Several styles can be chosen to allowcdiséring between a source widget and a target
widget, or to allow wiring between a source widget a set of target widgets, limiting or not the
wiring to subset of event types and/or eventuatipditions on event data. For each style different
syntaxes can be chosen, either purely proceduradistiing of JavaScript functions in our context,

purely declarative, or a mix between both. It istice that in the case of the drag and drop siena

it is also necessary to provide a syntax to idgrttie widget user interface elements which can be
dragged and to bind them with event types and eletat

Finally, the last issue concerns the user interfiategration of the inter-widget communication
mechanism.

The state-coupling scenario requires that users beuable to anticipate which widgets influenceheac
other when they are instantiated together on tmeesportal. Here the designer faces with two
solutions: either to let users manage explicitlg toupling between widget states, or to handle it
automatically. The second case seems the easiestfluser's point of view. However, for some cases
when the users wouldn't like to allow a couplingwezn two widgets states, it seems necessary to
provide a portal with a mechanism to “decouple” tidgets, and to “undo” that decoupling.
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The Drag and drop scenario requires that userdleeta detect when a drag operation is permitted
from a source widget and to identify the targetgeits. The first feedback is usually provided thioug
a cursor change when flying over a drag sourcevatidan highlighting when flying over a potential
target. This allows the provision of a generic nstgbm that would work at the portal level.

3.2.3 Messaging API for inter-widget communication

As a starting point, we have designed first an eweotification model allowing widgets to
communicate with other ones through message-basigeivevent. This mechanism allows widgets
running in separate and isolated contexts to concatenwith each other using event messages that
are transmitted by the widget engine from a sowidget to one or multiple target widgets.

A message transmits the name of an event and stciased datdy value The event names are
identified with conventional URIs. This will allowo formalize the semantic structure of declared
event types either by extending the widget manfiésto contain a semantic description of the éven
data, or by allowing to de-reference the event typé to retrieve its semantic description.

Widget developers can choose between three kindsvent firing: “Unicast”, “Multicast” and
“Broadcast”. For the first type, the message amdddita associated with the event are sent to &sing
target widget. On the other hand, a “Multicast” mviring sends event messages to a list of idiewtif
widgets. Finally a “Broadcast” event firing will tify all widgets listening for the right event tyieat

an event has been raised. Figure 4 illustrateméiehanisms.

Widget Aggregate ( Widget A,
Widget B,
Widget C)

Widget C

Widget A
Multicast

event firing

Unicast
event firing

. Notification
Message containing

event type and data
Figure 4: Widget events firing.

The messaging API allows the developer of a widgenotify events to other widgets using a
Javascript procedural API based on the methodsdletten the table below. These methods were
added to the existing Widget API. They are accésshrough the window.widget JavaScript object
that is injected at runtime into the runtime contafkevery widget instance. These new methods were
designed in order to provide a low-level messageskt event API that might be used to build other
types of widget inter-communication such has Drag) @rop of objects between widgets.

Method Description

widget.fireWidgetEvent(stringeventType, Fire an event of a givesventType in order to transmit some
Objedsta, data in the transmitted message, for a partictdeget widget
strirtgrget) alphanumeric identifier.

If the target is set tanull, the event will be notified to every
widget instance listening for this event type.

widget.addWidgetEventListener(strineyentType, Listen toeventType events that are coming from a specified
FunctioneventHandler, alphanumeric widget identifier list defining the
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Array: acceptedSour ces) acceptedSources. When events are fired, the function define 1
by eventHandler is executed.

If the acceptedSources list is set to null, the widget will accef t
be notified of this type of event from any sourddget.

widget.removeWidgetEventListener(striregentType, Stop to listen to a giveaventTypdor a particulasource
stringsource) widget identified by an alphanumeric widget idaetif

If the source is set tanull, the widget will completely stop to
listen to this kind of events.

Widget developers are also able to choose whicld kihevents their widgets will listen to. This
feature was designed in order to reduce dramatitadl message traffic on the portal. If an everd of
given type is fired but no widgets are currentbtdning to it, the related message will actuallyeme

be sent through the portal and will simply be igrtbrDevelopers can also take the decision to listen
for a particular event type fired by a particuladget, or simply accept all events of a given tijoen

any widget.

Moreover, the portal is also able to fire eventsvidgets listening to a particular portal relateers.

For instance, a widget can listen for an event &irats to warn that a widget changed its state faom
user point of view. The portal could fire this typeevent when a widget is maximized, minimized or
simply removed from the user interface. The différtypes of events that are generated by the portal
are described in the table below:

URI Description Data transmitted

http://PALETTE.ercim.org/ns/event/maximizer The “Widget maximized” event  =widgetld: the alphanumeric identifier of the widg 3t
is sent when a widget is togglec  that was maximized.
to a maximized state.

http://PALETTE.ercim.org/ns/event/minimized The “Widget minimized” event it  =widgetld: the alphanumeric identifier of the widg 2t
sent when a widget is toggled t¢  that was minimized.
a minimized state.

http://PALETTE.ercim.org/ns/event/removed The “Widget remove” event is =widgetld: the alphanumeric identifier of the widg >t
sent when a widget is removed  that was removed.
from the user interface.

http://PALETTE.ercim.org/ns/event/added The “Widget added” event is se  =widgetld: the alphanumeric identifier of the widg >t
when a widget is added on the that was removed.
user interface.

3.2.4 Specification of a Drag and Drop API for inter-widget communication

In a second time, we have specified a simplified Apecifically targeted at the drag and drop
scenarios. We have currently made the followinggheshoices, very similar to the choices made for
the messaging API above :

edrag and drop events are named with conventiomaérsdased on URIs ;

«drag and drop data is transmitted by value, althoug encourage developers to transmit only a
URI string, which could be used to get more dataéyeferencing this URI ;

*the API is procedural, with Javascript methodsdefining the “wiring” between widgets, and
for binding an event data type URI and its datdwaiDOM element of a widget.

The reason to encourage developers to use URbstdR event data is that in most cases, drag and
drop items represent resources such as files hodtieith PALETTE services.

The third choice allows reusing the addWidgetEvestdner method of the existing messaging API to
subscribe to drag and drop events. This methochefwidget object has been completed with a
bindWidgetToDropType method to allow a widget taldee its interests in some drag and drop event
types. This allows the drag and drop part of théget engine to give appropriate feedback when the
user is dragging data on top of a widget frame.
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As an example, the code extract below declares ahatidget can receive drag events of type
'http://PALETTE.ercim.org/ns/dnd/file/xtiger-tempéat It also indicates that a Javascript inline
method must be called when such an event occuesmidthod will be passed an event parameter by
the widget drag and drop engine, through the masgaP| as described above.

widget.bindWidgetToDropType (‘http://PALETTE.ercim.org/ns/dnd/file/xtiger-template’);
widget.addWidgetEventListener(‘http://PALETTE.ercim.org/ns/dnd/file/xtiger-template’,
function(event){

e

null);
We have also extended the existing messaging ARl &vimethod described below to dynamically
declare drag event sources in a widget. That metdhod's associating a drag event type together with
some data with a DOM element of the widget. ItIggossible to specify a tooltip text that will be
displayed during a drag action. As a consequeneecadl to that method, the widget engine modifies
the DOM element so that it displays a proper feekllian mouse over and it triggers a drag action
when the user drags it.

Methods for Drag and Drop Description

widget.bindWidgetToDropType (stringventType) Declares that a widget is a drop target for dradjdnop events
of a giveneventType. This will inform the drag and drop
widget engine to display a proper feedback wheggiray
some compatible data other the widget frame.

widget.addDragData (ElememiomElement, Transforms alomElement of the widget tree into a draggable
stringuentType, element that triggers a drag event of a gieemtType with an
Objedata, associatedata and that displays @oltip message during dra J.
stringpoltip)

The widgets that registered for the drag evenyué t
eventType with bindWidgetToDropType will be notified if the
user drops the widget element onto them.

The drag and drop API could be extended in therdéytwith the introduction of a declarative API.
That would allow using the widget manifest filedeclare the potential “wiring” of a widget with the
other widgets instantiated in the same portal. Tbidd be migrated to a widget preference panel for
being directly edited widget instance by widgettamse. This supports the design of graphical user
interfaces to allow users to set up widget wirigchands if they want to overwrite the defaults.

3.2.5 Related work
The two APIs described in this section have bespiird by a careful look at the state-of-the-art.

The Java portlet specification version 2 also dallSR 286 (Hepper, 2006) encourages developers to
name events in a hierarchical manner using theé.'das separator. This allows portlets to use a “*”
character to declare that they are willing to psscany event whose name starts with the characters
before the “*” (such as “com.acme.*”). Event data passethy value as Java objects. JSR 286 uses a
declarative API, for instance to declare the dageetfor a given event name into the portlet
deployment descriptor file, or to declare the euvgpes supported or published by a portlet. It also
uses a procedural API to handle the received ewer@sprocessEvent” handler method or to transmit
new events. It is to notice that event receptiod avent emission can only occur at some special
points in the execution flow (i.e. when processifignt requests).

The HTML 5.0 draft recommendation describes a edmgziment messaging APl (URL:HTMLD5).
This could work for communication between widgets, tas in most portals, including the PALETTE
portal, each widget has its own document. The HT® doesn’t distinguish between an event type
and an event data. An event is defined by a stmegsage. The API defines a Javascript method,
“postMessage”, to create an event occurrence apdsbit to a target document. Target documents are
notified if they have registered an event handlghthe “addEventListener” method. This APl only
allows a “unicast” type of communications where sieader must know the target in advance. To our
knowledge the HTML5 cross-document messaging ABhtideen implemented yet in any browsers.
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The Universal Widget APl (URL:UWA) is the Netvib&sr building portable widgets. These widgets
can run on multiple portal environments such awiles, iGoogle or Live.com. They can also be run
on desktop widget runtime engines such as ApplenB@erd or Opera widgets through a special
widget provided by Netvibes. The UWA does not hggeany specific methods and syntax to allow
inter-widget communication. However, a few genegients are generated by the widget engine
during the widget life cycle and they can be netlfto the widget which just needs to implement some
corresponding event handler methods. The eventidranale functions with predefined names such as
“onLoad”, “onResize “or “onUpdateTitle".

3.3 Widgets authentication mechanism on a widget'’s side

Because it could be painful for a user to providerand over again its identifiers for each PALETTE
service he uses, and because these identifiers lmeustafely transmitted through the network, the
“Widget Authentication Mechanism” enables the PAOET Services Portal (PSP) to automatically
authenticate widgets and their users against PAIE38rvices. It is able to establish a trust refatio

between a given widget installed on the PSP andhlekEPTE service, but also to automatically

transmit the identity of a user using this widgette relevant service in a secure way.

3.3.1 Overview

The Widget Authentication Mechanism (WAM) was desd following two pre-established main
goals:

*Provide a feature allowing establishing relatiorfs trust between widgets hosted on the
PALETTE Portal and PALETTE services.

*To make the portal a single entry point for theirensystem. If users are authenticated on the
PALETTE Portal, they must be authorized to cons®AEETTE services.

To establish relations of trust between widgets BALETTE services but also authenticate users
invoking services, we decided that they had toeslaasecret that we can rely upon. To do so, widgets
and services will share a secret “service key”.

The shared Service Key will enable the portal torgot data identifying a user using a particular
widget (the unique identifier of the user on thet@ly. When the service is invoked, the portal itse
on the fly the identifier of the user, and the gpted version of it in the service request.

When the service receives this request, it willrdeicthe encrypted data using the same key that was
used for encryption. If the decrypted data matdhesuser identifier, the service is certain that th
message comes from the portal on behalf of an atitia¢ed user.

The following example (Figure 5) represents an enfiltation process for the Bayfac widget:
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Bayfac service 1.The widget performs a request to the Bayfac
3. Web Service.

L}

2.The request is intercepted by the proxy of the
portal. The identifier of the user and the

a. encrypted version of this identifier are inserted
on the fly into the service request.

2. 3.The Bayfac Web Service decrypts the
¥ Fortal proxy encrypted user identifier with its instance of the
1 shared service key. If the decrypted identifier
1. ( } matches the clear one, it accepts to handle the
Bayfac request on behalf of the user represented by the
Wr'dger( identifier.
Palette Portal

4.The Web Service sends its response to the
proxy of the portal, which will transparently
transmit the response data to the Bayfac widget.

Figure 5: Widget Authentication Process.

3.3.2 Shared secret keys

The secret keys shared between widgets and PALESérizices are 256 bit keys involved in a
cryptographic symmetric key algorithm. The alganthused by the portal and services to
encrypt/decrypt data using shared secret keyiRijmdael algorithm (URL:APR).

Because of security issues, the keys will not beesitin the widget implementations but generatetl an
managed by the Portal at widget installation tiineeed, having an access to the source code of the
Widget implementation should be enough to get #hednd break the secret.

3.3.3 Activate the Widget Authentication Mechanism

For each Widget installed on the portal, which wantuse the Widget Authentication Mechanism, the
portal will generate and manage a key that hastlknown by the PALETTE service relevant to the
Widget implementation.

To declare that a widget will use the WAM, a simgdeeclaration in the manifest of the widget is
enough, using the newv dget _aut henti cati on element of the PALETTE Widget Specification. This
can be done by adding the following line within thidget element of a widget manifest:

<wi dget _aut henti cati on>enabl ed</w dget _aut henti cati on>

By insertinga wi dget _aut henti cati on element containing the enabled value in a widganifast,
the portal will automatically generate a secret ke the relevant widget during the installation
process.

When the installation is successfully done throtlggh administration section of the portal, a yellow
key-shaped icon will be displayed near the widgeaning that the WAM was successfully activated.
By clicking this icon, the portal administrator Wvbe able to visualize the secret key (encoded in
base64) that must be shared by the portal andem fMALETTE Service.
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BayFac Search Integrate Subscribe @ i ~ O

Widget authentication system for widget ‘BayFac Search’.

Secret key: eaQ/0ymD6CISYAZLtsKYUKwINthacKZEMm2Xchcmyg8=

Close

RSS Feed Reader Integrate Subscribe @ £ O
Widget Authentication Test Widget Integrate Subscribe © 2 & O

Figure 6: The widget authentication secret keytfar Bayfac widget in the portal user
interface.

3.3.4 Widget Authentication Mechanism on the PALETTE senice’s side

When the PSP generates a secret key for a widget) lestalled, this key must be transmitted
manually to the targeted PALETTE Service. Althowgimechanism allowing the PSP to transmit a
generated key to the relevant service may be amwement of the system, such feature would force
PALETTE Services to implement a web service fordhiag the reception of the secret key.

In order to support the WAM, PALETTE Services mimplement the decryption of the encrypted
user identifier by using the shared secret key. WAePALETTE service is requested through a
widget, the proxy of the portal injects on the tihe identity of the user in the HTTP request. lis th
process, the HTTP basic authentication (RFC261atufe is used to transmit the identity data. The
value of theusernamecontains the identifier of the user, gmakswords the encrypted version of the
unique identifier of the user.

When a PALETTE service supporting the WAM receigaHTTP request, it has to:

1. Retrieve theusernameand passwordvalues contained in the Authorization HTTP heaafer
the request.

Decrypt thepasswordvalue by using the previously shared secret key.

Check if the decrypteghasswordvalue matches the username value. If the matching
effective, the PALETTE Service assumes that theesgis coming from a trusted entity (the
PSP), on behalf of a particular user identifiecubgrname

Regarding the Rijndael decryption algorithm, weated a simple PHP library allowing developers to
encrypt/decrypt data efficiently using a particidacret key. Here is a simplified sample of codedus
on the Bayfac Search Service that now support8\tidiget Authentication Mechanism:

/I Portal - Agent's secret.

$secret = base64_decode('FgdSYJIBBbUD/Sxo+YJDgeECwB3 1nhxMEUfKHHdVIvKw=");

/I The Rijndael.class library contains methods to e ncrypt/decrypt data
/I using the Rijndael algorithm.

$crypto = new Rijndael();

$message = $_SERVER['PHP_AUTH_USERYT;

$cryptedMessage = $_SERVER['PHP_AUTH_PWT;

$decryptedMessage = $crypto->decrypt($cryptedMessag e, $secret);

if ($decryptedMessage == $message)
{
/I Handle the request.
...
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else

/I Reject the request.

header('WWW-Authenticate: Basic realm="Bayfac");
header('HTTP/1.1 401 Unauthorized");

exit;

}

3.3.5 Identity transmission

According to “The laws of Identity” (URL:TLOI),Technical identity systems must only reveal
information identifying a user with user’s consdB¢cause the portal reveals the identity of a teser
trusted third-party service when authenticated weislgare used, users are asked to consent this
revelation each time that such a widget is addeddiv graphical user interface.

The page at http://localhost says:

This widget may disclose personnal information to trusted web services, Are you sure that you want

touseit?

Figure 7: Identity transmission’s confirmation box.

Moreover, users of the portal must be able to kabwany time when widgets transmit their unique
identifier through trusted service requests. Tovalthem to be aware that a widget is currently gisin
the Widget Authentication Mechanism, authenticatatiyets will bear a key icon as on the following

figure.
- open ﬂm

"||t8@ [Widget Authentication Test Widget 1l E-'-”':EB‘T]

dit =X [RSS Feed Reader E--Iit@@@]
BayFac Search o EditfHA=I
s

Figure 8: Widget Authentication icons in title bars

3.3.6  Security

Although the risk is minimal, HTTP requests andpmsses exchanged by the portal and PALETTE
services that contain data relevant to users (ibeirtity) could be intercepted using a “Man in the

middle” attack. To avoid such kinds of attacks, meommend that services are accessible and
invoked through HTTPS.

3.3.7 Technical grounding and implementation choices

In the design phase of this mechanism, we tridgltldl an authentication protocol API that was secur

and with a good user experience.

At first we evaluated HTTP Basic authenticatiolR{URFC2617), which is a classical authentication
system used on the web. The HTTP Basic authergicat@ermits a client to provide credentials to an
HTTP server when making a request. This methodelatively insecure, since the password is
transferred in the base64 encoding, and thus camlebeded easily. The other problem is that this
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method relies on simplistic credentials, namelyidognd password. Since we do not have in
PALETTE a single identity repository, it is not &ale for the portal to provide each widget with
information.

Consequently, we identified other authenticatiastgurols, based on a shared secret between thé porta
and the widgets. These protocols are namely GoAgteSub (URL:AUTHSUB), AOL OpenAuth
(URL:OPENAUTH), Yahoo bbAuth (URL:BBAUTH), and wereonsolidated in the OAuth
specification (URL:OAUTH) effort. OAuth is the cemt state of the art protocol in API
authentication, and is implemented on all web sexviAPI at Google. It provides a mean to
authenticate a servick on a servicd8 without exchanging the user credentials betweemttand it
involves an API key. But OAuth is mainly targetéccansumer sites that contact an identity authprity
and then are redirected to the consumer site.mbishanism is called "3-legged OAuth" (URL:3LEG)
and a "2-legged OAuth" was made in order to comyith the use case of OpenSocial applications
(the OpenSocial specification (URL:OSOC) is basedhe Google Gadgets APl (URL:GADG), so it
is similar in terms of functionalities), and it &sts in a mean for a widget provider to make some
requests to the portal in order to gather authetitic informations. This mechanism is seamless in
terms of user experience, as there is no neectfoasser credentials for each widget.

Finally, we wanted the widgets to declare a piilotheir xml descriptors their behaviour regardihg
authentication policy: if a user adds a widgetd thidl ask for its identity, he will be warned when
adding the widget in his portal, and a visual infation will remind him that he is implicitely trusg

this widget. Then, each time the widget is rendethd authentication is automatically transferred
from the portal to these widgets. This approadtifierent from the "2-legged OAuth" approach, and
it seemed to be a simpler one, explaining why vedepred it to the OAuth protocol. In future release
of the portal, it might be possible to implementadiernate authentication system based on 2-legged
OAuth.

At this time, the identities of the users that sesmsmitted to PALETTE Services using the Widget
Authentication Mechanism are represented by thague identifier within the Portal. Because we do
not have a centralized identity repository in PAOET the identifier of a user must be the same en th
entire collection of available PALETTE Services hiit a CoP if we want the WAM working
efficiently. Nevertheless, when the Single Sign«Bing the OpenlID technology (URL:OPENID) will
be adopted and implemented among PALETTE partaersnay use the OpenlID identifier of users as
the identity data transmitted by the WAM in orderset up a more homogeneous way to transmit
identity across PALETTE services.

3.4 Services Browser

As detailed in D.IMP.06, the PALETTE Service Brow$BSB) enables users to browse services in
the PALETTE Services Registry Framework (PSRF) widtjets in PALETTE Service Portal (PSP).
We describe here the new functionalities develggecke the first version.

3.4.1 Search by categories or by tags for all services

The browser (URL:SRVB) now gives the possibilitystarch services by categories and by tags, as it
was the case for widgets. Each category and egchréaretrieved from the PSRF: the description of
all the services is analysed and lists of categasied tags are generated from this analysis. Search
using tags comes to a basic keyword-based seaothedeh category and each tag, the number of
matching services is provided on the interface.ihathlly, tags including another one (according to
their names) include the later matching servicagsults.
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CoPe-L - Service Browser
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Figure 9: PALETTE Service Browser.

As for widgets, tags are now displayed below the.tFigure 9 shows for example the case of Amaya,
where the following tags can be seen: “CSS”, “DoentmAuthoring”, “HTML", “MathML” and
“Web”. The category (here, “information services)indicated under the title, at the end of the.line

The template colour has been a little changed deroto differentiate it from the CroSSE, which uses
the same template.

3.4.2 Service Browser widget

A widget similar to the CroSSE's one is propose@®ALETTE portal. This widget proposes to search
services by keywords, and then shows the list ofesponding services, with the service title and a

link to details. It is shown in Figure 10. Notettleclick on# allows accessing the Web interface.

Srv-Browser search Edit 4 (A=)

Search |paleﬂe |[ Search |

* BayFac
* SywestWiki

Figure 10: CroSSE widget.
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3.5 Usage and usability of the PALETTE Services Portadnd the Service Browser

While only the PSP has been experimented in a Ge#hility tests have been conducted on both the
Portal and the PSB. As the development was guigtetidoPDM (Participatory Design Methodology),
returns on experience of CoPs as well as the testdts have been taken into account to enhance the
whole PALETTE Services Delivery Framework.

3.5.1 Deployment: an experimentation with a CoP

The Portal has been deployed for the CoPe-L (sek:C®BPEL), with 6 widgets from 4 different
services. Actually, there is one widget by servised by the CoPe-L, namely the blog, the agenda, th
Contacts, and BayFac. The two other widgets coniteriRSS feeds linked to the last messages posted
on the blog and to the last resources added ondayF

The CoP’s members have the choice to see each wadg®t, they can adjust the portal composition
according to their needs. Thus they have a glolel vof the services they mostly use, and a
simplified access to these services.

According to feedbacks gathered during regular ingetbetween the CoP's members and the Portal
development team, the CoP’s members appreciatefd¢héo have a direct access to all services, and
in particular to the RSS feeds. Moreover they famladded-value in customizing the portal easily,
they found the service easy to tame. Compared dotdbls offering the same functionalities, the
members liked the personalisation of the portah&oservices used by the CoPs, the possibilityltb a
RSS feeds and also the humanization due to theetvi@pntacts” which allows seeing the list of the
CoP’s members with their photography.

Concerning the Services Browser, it has only bestetl against its usability, in the Didactic Co®, a
we will see in the next section.

3.5.2 Usability tests for the Service Browser and PALETTEServices Portal

In the PALETTE project we use the usability tests a formal approach for gathering users’
feedbacks. Indeed, these tests are mainly useddasuring the quality of the tools (Web application
desktop applications) and also the degree of aatish of the users. Moreover, by analysing these
tests we can give recommendations to developeosder to first, adapt some functionalities of these
tools and finally to produce usable tools allowirggers to achieve specified goals with effectiveness
efficiency and satisfaction. Especially, two spiecifieliverables (D.PAR.04 and D.PAR.07) are
dedicated to usability analysis. In these two aghbles the usability tests are based on the Bastie
Scapin method. This is a complete and elaboratprbaph for testing in deep the tools’ functionahti
and its main objective is to guide the developnanthis tools. However, the usability tests of the
Palette Service Portal and the Palette Services®&m0is aiming at giving general recommendations
because both websites are not tools with rich fanatities but it's mainly a kind of frameworks for
integrating existing services: the PSP is develdjpedntegrating developed widgets which are an
aggregation of existing services and functionaitied the PSB is used for browsing existing sesvice
Thus, we choose to use another method for usabgfitg of the PSP and the PSB. Indeed, in our case,
we used for our tests the Computer Science Usallitestionnaire (CSUQ) developed by IBM, but
many other questionnaires are reported in thealilee such as SUS (System Usability Scale) and
QUIS (Questionnaire for User Interface Satisfadtidhe organised the tests as follows: the PSB and
the PSP were initially tested respectively by thediator and other members of Didactic and CoPelL
who are the final users of these systems. Sechedetusers filled in the CSUQ usability test and
reported more specific problems encountered dutiteg use of these systems for accomplishing
specific tasks. We will present in the followingt@SUQ questionnaire.

The CSUQ Questionnaire

The CSUQ questionnaire is composed of 19 ques{s@esFigure 11) and each question is a statement
rated on a seven-point scale from “Strongly Disagte “Strongly Agree”. For each participant, the
score of each question is calculated as follows:stale’s value of the rating given to the quesison
divided by the maximum score possible (7). For gXama rating of 4 given to the questionl on the
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CSUQ questionnaire is giving a score of 0.57 (whiepresents 4 divided by 7). Moreover, 3
additional factors are defined for measuring thet&y Usefulness, the Information Quality and the
Interface Quality as follows:

*SYSUSE (System Usefulness): question 1 through 8
* INFOQUAL (Information Quality): question 9 throud!s
* INTERQUAL (Interface Quality): question 16 throu8

The value of each factor is simply the averagehefdcore of corresponding questions. For example,
the value of the SYSUSE factor is the score’s ayef the question 1 until the question 8.

Overall Reaction to the Website 1 2 3 4 5 B F NA
1. Owerall, |'am satisfied with how ; A e el m iy s = s
sasy it is to Use this website strongly disagree O O O y O & O strongly sgree O
2. It was simple to use this website strongly disagree O O O O O O O strongly sgree @]
3. | can effectively complete my : ; L ? = o . g
wark using this wabsite strongly disagree O O O O O O O strongly sgree 5]
4. | arm able to complete my wark . = =l e =l = o< [ R ~ =,
iliclels Ui this webtits strongly disagree O QO O O O O O strongly sgree O
5. | am able to efficiently complete : ; L P x -
my wark using this wabsite strongly disagree O © O © O O O strongly sgree (&
S\;elh?iteé e strongly disagree & O O O O O O strongly sgree O
7. It was easy to learn to use this ) 0O 6 O G 6 6 ' o
Vieia strongly disagree O O 29 85 8 ) strangly sgree ]
8. | believe | became productive : = ol Rl S

; : . : il BT S = '
SHiiciels iy s ke e strongly disagree O O O O O O O strongly sgree =
9. The website gives errar
messages that clearly tell me how  strongly disagree & © O © © O O strongly sgree O
to fix problems
10. Whenever | make a mistake
using the website, | recover easily  strongly disagree & O O O O O O strongly sgree O
and quickly
11. The infarmation (guch as online
nelEg ompoos-maseaey andhior strangly disagree O O O O O O O strongly sgree (@]
documentation) provided with this o'y g T R e gy &g -
website is clear
:ﬁégdls ga=yilind e yminematinn strongly disagree O O O O O & O strangly sgree @]
13. The infarmation provided by the : ; L P > -
wabsite is easy to understand strongly disagree O © O © O O (O strongly sgree O
14. The infarmation is effective n
helping me complete the tasksand  strongly disagree & & O O O O O strongly sgree &
SCenarios
15. The organization of information ) ~ - -

: : O & 80 6 I = O
on the website pages is clear strongly disagree O O O O O O O strongly sgree )
:J?éa'gr;itmterface Al ensisin strongly disagree O O O O O O (O strongly sgree 3
:\‘_};'blsliltl';e IR ntetRacief Wi strongly disagree O O O O O QO strongly sgree [}
18. This website has all the
functions and capabilities | expact  strongly disagree & O O O O O O strongly sgree O
it to have
19. Overall, | am satisfied with this ] SNl WS s dmm o . =
wshiia strongly disagree O O O O O O O strongly sgree 5]

Figure 11: The CSUQ Questionnaire.
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Usability test of the PALETTE Services Portal (PSP)

A usability study of PSP has been conducted with@oPelL CoP. We expose in the following the
results of this study. All given recommendationsobeare based on the scores of three factors:
System Usefulness (SYSUSE), Information Quality HOQUAL) and Interface Quality
(INTERQUAL). The usability test of the PALETTE Palthas been realised by 6 mediators of the
CoP who have tested this application and filledhe CSUQ questionnaire. In Figure 12, we present
the scores of the 19 items of the CSUQ questioanair

0.an

SYSTEM USEFULNESS INFORMATION QUALITY INTERFACE QUALITY
0.74 0.55 0.6s 0.70

aan 079 079 079 ... 079 079 n7g 0.7g 07e
E oy

0.70 q

Figure 12: Results of the CSUQ for the PSP.

In general the score of the overall questionnaracceptable (0.6641). In addition, the score ohea
factor SYSUSE, INFORQUAL and INTERQUAL are as folla

* SYSUSE (System Usefulness, Questions 1-8) = 0.7410
*INFOQUAL (Information Quality, Questions 4-15)= 0.5544
* INTERQUAL (Interface Quality, , Questions 16-19) = 0.7023

Recommendations

According to the analysis of the scores, some geémecommendations have been mentioned, which
have been since taken into account in the PSP:

1-According to the score of the INFOQUAL factor§944), the PALETTE Portal might provide
more messages guiding the users for their probavery and also for helping them using the
PSP.

2-The score of the INTERQUAL factor (0.7023) is gutable. However, the users aren't satisfied
of the functions they suspect to have in the PSRusTthe PP might integrate the option of
browsing the existing widgets (like in the PALETHervice Browser) and to add them easily to
the PSP.
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Usability test of the PALETTE Service Browser (PSB)

Like was done for the PSP, usability tests havenbmmducted on the PSB, based on the CSUQ
questionnaire. Those tests have been performed thvthDidactic CoP. The usability test of the
PALETTE Service Browser has been performed by Bsuseediators and other members of the CoP)
who have tested this application and filled in @@UQ questionnaire

SYSTEM USEFULNESS INFORMATION QUALITY INTERFACE QUALITY
0.40 0. 0.33 046 =

~
o

Figure 13: Results of CSUQ for the PSB.

The whole score of the questionnaire is equal38,0vhich is acceptable. In addition, the scoréhef
3 factors SYSUSE, INFORQUAL and INTERQUAL are adw:

¢ SYSUSE (System Usefulness, Questions 1-8) = 0.70
¢ INFOQUAL (Information Quality, Questions 4-15) = 0.33
* INTERQUAL (Interface Quality, Questions 16-19) = 0.46

Recommendations

Following the different scores obtained, two recagnatations have been proposed, which have been
since integrated in the PSB:

1.Concerning the score of the INFOQUAL factor (,3Be PSB might provide more explicit
information and propose a help module. More specdicommendations are mentioned in the
following:

» Add description about main objective of the Webgitthe home page
» Add a help module explaining the whole objectine anain functionalities of the PSB
 Put the description of each service close tocitseshot

» The PSB might provide more indications for prokderacovery: the description of the error
and how he can resolve it

2.Concerning the score of the INTERQUAL factor @),4wo general recommendations can be
mentioned in the following:

» Caption of buttons and text might be more exptivoid confusion for user

“http://pal ette.ercimorg/ content/view 40/ 37/
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* Create a button (which is different from an icém)ndicate how to add tags
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4 Conclusion

Together with the offered PALETTE of services, B¥&LETTE project provides two frameworks for
helping communities of practices to get the mosthefr IT environment. We have presented in this
document the last versions of the framework fovises registration, the PSRF, and of the framework
for services delivery to the end-user, the PSDFe @fthancements since the first versions presemted i
previous deliverables, have been detailed and hilitgsstudy has been performed and reported. To
conclude with this work, we discuss here the maimevements and perspectives of development, as
well as the usability study’s results.

Concerning the PALETTE Registry, the final versisiti be the central registration point for all the

available PALETTE tools and services. After theafipation of the PSRF development, the focus is
currently turned on the assistance of the serveggstration procedure. Through the PALETTE
Registry, Ul partners will have the ability to mageatheir published services and to modify the
provided service descriptions in a very easy wadyusl all the PALETTE partners may have valuable
feedback from the exploitation of the registry thigh the delivery framework.

This report also details the introduction of Widgatents into the portal, and the corresponding API
that has been developed and integrated in thentureéease of the portal. This is a significanpste
towards inter-widget communication and towards ittteoduction of the Drag and Drop interaction
technique into Web based portals. Until now, tméraction technique which is at the heart of the
direct manipulation style of most Desktop environimevas not available on the Web. Those new
features now allow widget developers to createraunté/e widget aggregates able to propose more
synergistic use cases and reinforce collaboratEtwéden PALETTE services at the portal level. In
particular the provision of such mechanisms is eegsary step to allow widget developers to create
potential chains of interactions between severaLllPNE services, as it has been outlined in the
generic and instantiated scenarios. Some examplesuch interactions should be ready for
experimentation soon, and they will be describedhim next deliverable, D.IMP.08.Some usability
issues are still under consideration to find thst lveay to provide the feedbacks required for a drag
and drop operation. Finally, regarding the intedgdt communication, it could be interesting to
provide some means for users to have visual feé@bat event propagation, and to be able to control
the event flow, for example by decoupling alreadyped widgets.

The Widget Authentication Mechanism solves the [mobrelevant to automatic authentication of
users, which was raised during the elaboratiomefgeneric and instantiated scenarios. It solvieyg it
accessing services through widgets, and by progidisecure identity transportation system between
the portal and compliant PALETTE services. Despi fact that we have taken care in designing a
secure mechanism, it is difficult to guarantee that flawless. If the portal is used to displaytical
information, it could be useful to realize a setyuaiudit on this software.

The usability tests for the portal (PSP) and theises browser (PSB) revealed an efficient approach
to measure the degree of satisfaction of the Cafftataes and also the quality of these tools. Glgbal
the users gave a good feedback about both applsatout still proposed some recommendations. For
the PSB, the CSUQ analysis revealed two concemfannation’s quality and interface’s quality. For
the PSP, only information’s quality was detectecaaoncern. The provided recommendations were
mainly integrated by these tools' developers ineprtb accommodate the expectations of CoP
mediators. Because usability was taken into accautite end of the development process, it was used
as a validation of the work that has been donesen interfaces. Some problems were found and fixed
in the two audited softwares, following the recomutegions arisen from the usability study. These
tests are interesting since they truly represeatpthint of view of the future users of these sawic
However, it would have been interesting to integréttem in the whole development process,
following for example the 1SO 13407 approach. Amotimteresting approach could be to compare the
results coming from the user tests and expertts,té®ne on the basis of criteria like Bastien-8tap
ones, in order to further improve usability.
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6  Annexes
6.1 PALETTE Widget format specification

6.1.1 Introduction

Widgets, as they are used within the PALETTE ppeet small Web applications for displaying and
updating remote data and serve as a common eniny fwothe end user. The PALETTE Widget
format is inspired by the W3C Widgets 1.0 Draft (URNV10) with small implementation-specific
adaptations and extensions, while being fully caibfgto the original Widgets 1.0 specification.

The PALETTE widgets specification defines two difiet types of widgets: local and remote widgets.
A local widget is a bundled archive of files thatdeployed within the portal. Remote widgets are
stored on a remote server and only registered nvitié portal by supplying their manifest, which
contains the URI where the widget can be foundyTdam be written in any language as long as they
generate valid HTML. Differences between local aachote widgets exist in the packaging, some
elements within the manifesbnfig.xmlas well as the Widget Scripting Interfaces.

6.1.2 Widget Packaging

File format

The file format only applies to local widgets, &gyt are uploaded and deployed within the portal.
Remote widgets can use whatever file format threplémentation language requires, as long as they
can be referenced by an URI.

Local widgets are a bundled archive of files, asctjed by the Widgets 1.0 Draft File Form@iRL:
W10F).

6.1.3 Widget files
Every widgetmustdefine the following two files:

Theconfig.xmilfile:

This manifest file contains information necessaoy initialise the widget. It always contains
information about the widget's name, identity arebrgetry and may optionally contain more
information about the widget, such as the widgescdption, author information and an icon
reference.

An index file:

This is the main document of the widget, which igpthyed in the portal and whose main properties
are established by themnfig.xmilfile. For local widgets, the index filmustbe calledndex.html For
remote widgets, thiswustbe a valid index file. Since remote widgets arstéd on remote servers, the
validity of the index file name depends on the veglover configuration. The index document can
reference external content astibuldproduce valid HTML or XHTML markup.

Widget Folder Structure

The widget folder structure only applies to locallgets. Remote widgets can use any folder structure
as long as the widget can be referenced by an ORtipg to its folder.

The config.xmlandindex.htmlmustbe at the root of the .zip file, with any assaaihtesources, such
as scripts and images, in the same directory afisediories.
6.1.4 Widget Configuration File: config.xml

Necessary information to run and display a widgé&hiw the portal are stored in a file named
config.xml Theconfig.xmlfile is an XML document.
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Since the PALETTE widget specification is an extenf the W3C Widgets 1.0 specification, two
different namespaces are used to distinguish betwle two types of elements. These namespaces
have to be defined in the rootvidget element: the default W3C namespacsust be
http://www.w3.org/TR/widgetsind the PALETTE namespacwistbehttp://PALETTE.ercim.org/ns/

A minimal config.xmllooks like the following, giving the widget a naman initial viewport of
300x%300 pixels and an id:

<widget xmlns="http://www.w3.0org/TR/widgets/"
xmins:PALETTE=http://PALETTE.ercim.org/ns/

id="helloWorldWidget”
width="300"
height="300">
<title>Hello World!</title>

</widget>

For theconfig.xmlfile, the same structural restrictions apply astfie Widgets 1.0 Draft, specified in
chapter 3(URL: W10C).

To validate theconfig.xmlfile, two XML Schema files are provided with tldecument.

The widget Element

Thewidgetelement is the root element of tbenfig.xmlfile andmustbe present. Ishouldcontain, in
any order, exactly one title, and optionally onea€h author, description and icon.

Please note that the widget id attribute is mangiafcontrary to Widgets 1.0 Draft) and is used to
identify the widget internally in the PALETTE pokta

The id attribute

Theid attributemustbe present ionfig.xmland bound to thevidgetelement. The identifier should
be a valid XML Schema IGURL: XSDID).

The width and height attributes

Thewidth andheightattributesmustbe present imonfig.xmlas children of thavidgetelement. After
stripping of any leading/trailing white space, tlaue of this elemennustbe interpretable as a string
representation of an integer, containing only tharacters [0-9].

Please note that, while these integers give thalinvidth and height of the viewport of the widget
measured in CSS pixels (see section 4.3.2 of URS)Conly theheightinteger is directly respected
by the portal, while the width of the widget is iheld by the portal layout. Theidth integer serves
only for compatibility with the W3C specificatiomd might be used in the future to display the
widget as a Desktop widgétURL: WD).

The title Element

Thetitle elementmustbe present irtonfig.xmlas a child of thevidget element. Itshould contain a
string whose purpose is to provide a human-readéldeor the widget that can be used for example
in application menus and similar contexts.
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The author, description and icon Elements

These elements respect the specification giverhéywtidgets 1.0 Draft. Please refer to chapter 3 of
the Widgets 1.0 Draft for further details.

The widget_type Element

Thewidget_typeelement has been added to the Widgets 1.0 WolRiaff andmustbe specified in
the PALETTE namespace.

The widget_typeis an optional element of theidget element and the absence of thielget_type
element means that the widget is a local widgeshdtuldcontain a string whose only allowed values
are eithettocal or remote

<PALETTE:widget_type>local</PALETTE:widget_type>

The widget_location Element

The widget_locationelement applies only to remote widgets. It hambadded to the Widgets 1.0
Working Draft andnustbe specified in the PALETTE namespace.

If the widget_typeelement value isemote thewidget_locationelementmustbe present iconfig.xml
as a child of thevidgetelement. If thevidget_typeslement value ikcal, this element is ignored. The
value of this element is interpreted as a syntaltyioczalid URI pointing to the folder containingeh
remote widget index file. If no trailing slash ieepent, the portal will automatically add one.

<PALETTE:widget_locationhttp://path.to/my/remote/widget/</PALETTE:widget_locati

The alternate_url Element
Thealternate_urlelement has been added to the Widgets 1.0 Woibia§ andmustbe specified in
the PALETTE namespace.

Thealternate_urlis an optional element of thvedgetelement and allows to specify an alternate view
of the resource, the widget is about. In the cdsesmote widgetsalternate_urlcan be used to
provide an URL to the entire application of whitle widget shows only one functionality.

The preferences Element
The preferenceelement has been added to the Widgets 1.0 WoiBmaf§t andmustbe specified in
the PALETTE namespace.

The preferenceselement allows to specify customisable user peefggs that are stored in the
PALETTE Web portal and exposed to the widgets thhothe Widget Scripting Interfaces. The
preferenceglement contains any numberpéferenceelements.

The preference Element
The preferenceslement has been added to the Widgets 1.0 Woibiai andmustbe specified in the
PALETTE namespace.

If present, this elemennustbe a child of thepreferenceselement. The following table lists the
preferenceattributes:

name Required "symbolic" name of the user preferencepldiyed to the us
during editing if no display_name is defined. Mugintain only letters
number and underscore®. the regular expression *a-zA-Z0]+$ must b¢
unique.
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display_name Optionatring to display alongside the user preferenodase edit window
Must be unique.

datatype Optional string that indicates the data type os thitribute. Can be strin
bool, number, hidden or enumeration. The defaigdtriag.

default_value Optional string that indicates ar yseference's default value.

<PALETTE:preferences>
<PALETTE:preference name="name" display_name=tFiasne" datatype="string"/>

<PALETTE:preference name="age" display_name="Admatype="number"/>
</PALETTE:preferences>

The enumeration Element

The enumeratiorelement has been added to the Widgets 1.0 Wolkiaff andmustbe specified in
the PALETTE namespace.

If present, this elemennustbe a child of thepreferenceelement. This element is ignored if the

attributedatatypeof the parenpreferenceelement is not of valuenumeration The following table
lists theenumeratiorattributes:

value Required "symbolic" value of the user prefess displayedo the user durin
editing if no display_value is defined. Must containly letters, number ar
underscores,e. the regular expression *a-zA-Z0-9_]+$ must bauei

display_value Optional string to display alongsttie user preferences in the edit window.
Must be unique.

The enumeratiordata type is presented in the user interfacerasrau of choices. The content of the
menu is specified using the enumeration elements.

<PALETTE:preferences>

<PALETTE:preference name="lang" display_name="leage" datatype="enumeration
default_value="fr">

<PALETTE:enumeration value="fr" display_value=8Rch"/>

<PALETTE:enumeration value="de" display_value=t@an"/>

<PALETTE:enumeration value="en" display_value=gksh"/>
</PALETTE:preference>

The authentication Element

The authenticatiorelement has been added to the Widgets 1.0 Woikiaf andshouldbe specified
in the PALETTE namespace, but is not mandatorprésent, this elememusta child of thewidget

element. The value of thauthenticationelement must be a string with a value ‘efabled’ or
‘disabled’.

<PALETTE:authentication>enabled</PALETTE:autherttma>
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If the authenticationelement is not set in theonfig.xmlfile, the default behaviour is to set the widget
authentication value talisabled".

6.1.5 Widget Scripting Interfaces

The widget Object for Local Widgets

The purpose of theidgetobject is to expose functionality to widgets theg not available outside of
the PALETTE portal. Thevidgetobject is accessible through JavaScript, but torlyocal widgets.

method <datatype>preferencelForKey (string key)

The preferenceForKefy method takes a string argumekey When called, this methashall return
the value of the user preference whose attrihateecorresponds to theeyprovided as argument, or
null if the keydoes not exist or hasn't been specified by the use

method void setPreferenceF orKey (<datatype>preference, <string> key)

The setPreferenceForK¢y method takes two argumentgteferenceand key When called, this
method shall store the value pfeferencein the preference which attributemecorresponds to the
keyprovided as argument. If no corresponding prefegdras been found (theydoesn't correspond
to a preference specified in the manifemtfig.xm}, this instruction is ignored.

method void httpGet (string URI, map params, function callback)

This method loads the remote page specified byatpementURI using an asynchronous HTTP GET
request. The second argum@atramsconsists of key/value pairs that will be senthe server. The
result of the request, which is passed as the ditgtiment to the function specified bgllback is
intelligently parsed as either responseXML or resgd ext.

method void httpPost (string URI, map params, function callback)

This method loads the remote page specified byatigementURI using an asynchronous HTTP
POST request. The second argunmaramsconsists of key/value pairs that will be senttte server.
The result of the request, which is passed asittbteafgument to the function specified ¢sllback is
intelligently parsed as either responseXML or resgd ext.

method void httpPut (string URI, map params, function callback)

This method loads the remote page specified bathementURI using an asynchronous HTTP PUT
request. The second argumg@airamsconsists of key/value pairs that will be senthe server. The
result of the request, which is passed as the dimgtiment to the function specified bgllback is
intelligently parsed as either responseXML or resgd ext.

method void httpDelete(string URI, map params, function callback)

This method loads the remote page specified byatigementURI using an asynchronous HTTP
DELETE request. The second argumpatamsconsists of key/value pairs that will be senthie t
server. The result of the request, which is passethe first argument to the function specified by
callback is intelligently parsed as either responseXMlremponseText.
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method void httpGetJSON (string URI, map params, function callback)

This method loads the remote page specified byathementURI using an asynchronous HTTP GET
request. The second argumg@airamsconsists of key/value pairs that will be senthe server. The
result of the request, which is passed as the ditgtiment to the function specified bgllback is
parsed as JSON into an JavaScript object.

The httpPost, httpGet, httpPut, httpDelete and httpGetJSON methods above profit from a proxy
installed within the PALETTE Web portal and areeatdd bypass the security restrictions imposed by
the XMLHttpRequest object. This makes it possildes¢énd a request to an URI that is not on the
PALETTE Web server but can be any remote server.

method void setContentProxy (string path)

The setContentProxynethod is used to specify the location of the eonproxy PHP file to be used
by the local development environment. The localeflgyment environment is a special environment
designed to facilitate widget development withche heed to deploy and test the widget within the
PALETTE Web portal. It is possible to use this @amiment by simply including two specific files, a
CSS and a JavasScript file, in the HTML code ofitieex.htmlifile, as explained further in the Widget
Tutorial. Since the proxy needs to be installedr@nserver the widget is executed on, it is necgssa
to specify the path to the PHP proxy on the locathine.

method void setHttpCredentials (string username, string password)

The setHttpCredentialsnethod is used to specify the username and pagdanbasic HTTP access
authentication.

method voidfireWidgetEvent (string target, string eventType, Object data)

ThefireWidgetEvenimethod fires an event of a givementTypen order to transmit songatain the
transmitted message, for a particutagetwidget alphanumeric identifier. If tHargetis set tonull,
the event will be notified to every widget instartisgening for this event type.

method void addwWidgetEventListener (string eventType, function eventHandler, Array
acceptedSour ces)

The addWidgetEventListener method enables your etiddgo listen toeventTypeevents that are
coming from a specified alphanumeric widget ideatiflist defining theacceptedSourcesNhen

events are fired, the function defined dyentHandleis executed. If thacceptedSourcdsst is set to

null, the widget will accept be notified of thigy of event from any source widget.

The functioneventHandlermust accept an object as its first parameter. dddéehis object will
represent the message transmitted when eventotfiedto listeners. The object will be an Object
instance with two properties:

* eventTypea string containing a URI that represents the typevent that was fired.
» data some arbitrary useful to handle the event. Thm#&b of the transmitted data may differ
between event types.
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method voidremoveWidgetEventListener (string eventType, string source)

Stop to listen to a giveaventTypdor a particulaisourcewidget identified by an alphanumeric widget
identifier. If thesourceis set tonull, the widget will completely stop to listen to tikisd of events.

method void bindWidgetToDropType (string eventType)

Declares that a widget is a drop target for dragdygnop events of a giveeventTypeThis will inform
the drag and drop widget engine to display a préeedback when dragging some compatible data
over the widget frame.

method voidaddDragData (Element domElement, string eventType, Object data, string tooltip)

Transforms alomElemenof the widget tree into a draggable element thiggérs a drag event of a
giveneventTypavith an associatedataand that displays ®oltip message when dragging.

The widgets that registered for the drag eventype eventTypewith the bindWidgetToDropType
method will be notified if the user drops the witlgeement onto them.

The onLoad() function for Local Widgets

The onload) function replaces the Intrinsic evemtload specified by the HTML 4 Scripts document
(URL: H4S). This event occurs when the user agent finishedithg a window or all frames within a
frameset and is commonly used to execute JavaSgipbon as the page has finished loading. Since
the PALETTE portal needs to initialize tlhdgetobject first, we discourage the usage of the a@hloa
event, since we cannot guarantee thainitlgetobject has been fully loaded. The onload eventilsho

be replaced by thenLoad) function, if the widget needs to execute a dcwpen it has finished
loading.

The onLoad) function is optional and if present, is calleg the PALETTE portal as soon as the
widget has been fully initialised. To guaranteet tthe HTML DOM is ready and theidget object
accessible, the widget logic should be executet frathin theonLoad) function.

<script type="text/javascript">
function onLoad()

{

/* put your widget logic here */

6.1.6 User Preferences Access for Remote Widgets

Remote widgets access the user preferences thtbedBET parameters specified in the widget URL.
For each user preference, for which a value has bpecified or a default value is known, a (key,
value) pair is generated and appended to the URL.

Apart from the widget edit window in the PALETTE npa, remote widgets have no possibility to
change the value of the user preference througkMitiget Scripting Interface.
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6.2 Widget descriptor schema

6.2.1 Manifest.xsd

<?xm version="1.0" encodi ng="UTF- 8" ?>

<xs:schemn

t ar get Namespace="http://ww. w3. or g/ TR/ wi dget s/ "

xm ns="http://ww. w3. org/ TR/ wi dgets/"
xm ns: xs="http://ww.w3. org/ 2001/ XM_Schema"
xm ns: PALETTE="ht t p: // PALETTE. erci morg/ ns/"

el ement For mDef aul t =" qual i fi ed"

attri but eFor mDef aul t ="unqual i fi ed">

<xs:inport

namespace="http://PALETTE. erci m org/ ns/"

schemalLocati on="pal ette. xsd"/ >

<xs: el ement name="w dget">

<xs: conpl exType>

<xs:all>

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

<XS:

el ement
el enent
el ement
el enent
el ement
el enent
el enent
el enent
el ement

el ement

</xs:all>

<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute

<xs:attribute

ref="title" maxCccurs="1"/>

ref ="description" mnCccurs="0" maxCccurs="1"/>
ref="icon" mnCccurs="0" maxCccurs="1"/>

ref ="access" m nCccurs="0" maxCccurs="1"/>

ref ="aut hor" m nCccurs="0"/>

ref="1icense" m nCccurs="0"/>

ref =" PALETTE: wi dget _type" m nCccurs="0" />

ref =" PALETTE: wi dget _| ocati on" m nCccurs="0"/>
ref ="PALETTE: al ternate_url" m nCccurs="0"/>

ref =" PALETTE: pr ef erences" m nCccurs="0"/>

name="i d" type="xs:1D"' use="required"/>

name="version" type="xs:string" use="optional"/>
name="hei ght" type="xs:positivelnteger" use="optional"/>
name="w dt h" type="xs: positivelnteger" use="optional"/>

nane="start" type="xs:string" use="optional"/>

</ xs: conmpl exType>

</ xs: el emrent >

<xs:element name="title" type="xs:string"/>

PALETTE

D.IMP.07 42 of 52




FP6-028038

<xs: el ement name="description" type="xs:string"/>

<xs: el ement nane="icon">
<xs: conpl exType>
<xs:attribute nanme="src" type="xs:anyURl"/>
</ xs: conmpl exType>

</ xs: el emrent >

<xs: el ement nane="access">
<xs: conpl exType>
<xs:attribute nanme="network" type="xs: bool ean"/>
<xs:attribute name="plugi ns" type="xs: bool ean"/>
</ xs: compl exType>

</ xs: el emrent >

<xs: el ement nanme="aut hor" >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="xs:string">
<xs:attribute name="url" type="xs:anyURl"/>
<xs:attribute name="enmail|l" type="xs:string"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conmpl exType>

</ xs: el enent >

<xs:el ement nanme="Ilicense">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: ext ensi on base="xs:string">
<xs:attribute name="href" type="xs:anyURl "/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs: el emrent >

</ xs: schenma>
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6.2.2 Palette.xsd

<?xm version="1.0" encodi ng="UTF- 8" ?>

<xs: schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"
t ar get Nanespace="http://PALETTE. erci m org/ ns/"
xm ns="http://PALETTE. erci m org/ ns/ ">

<xs: el ement name="w dget _type">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="local "/ >
<xs:enuneration val ue="renote"/ >
</xs:restriction>
</ xs: si npl eType>

</ xs: el emrent >

<xs: el ement name="wi dget | ocation" type="xs:anyURl"/>

<xs: el ement name="alternate_url" type="xs:anyURl "/>

<xs: el ement name="preferences">
<xs: conpl exType>
<xs:choi ce m nQccurs="0" maxCccur s="unbounded" >
<xs: el ement ref="preference"/>
</ xs: choi ce>
</ xs: conmpl exType>

</ xs: el enent >

<xs: el ement name="preference">
<xs: conpl exType>

<xs: choi ce m nCccurs="0" maxCccur s="unbounded" >

<xs:el ement ref="enuneration"/>
</ xs: choi ce>
<xs:attribute name="name" type="identifier" use="required"/>
<xs:attribute name="displ ay_nanme" type="xs:string" use="optional"/>
<xs:attribute nane="dat atype" use="optional ">

<xs: si npl eType>

<xs:restriction base="xs:string">

<xs:enuneration val ue="string" />
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<xs:enuneration val ue="bool" />
<xs:enuneration val ue="nunber" />
<xs:enumeration val ue="hi dden" />
<xs:enuneration val ue="enuneration" />
</xs:restriction>
</ xs: si mpl eType>
</xs:attribute>
<xs:attribute name="default_val ue" type="xs:string" use="optional"/>
</ xs: conmpl exType>

</ xs: el enent >

<xs: el ement name="enuneration">
<xs: conpl exType>
<xs:attribute nane="val ue" type="identifier" use="required"/>
<xs:attribute name="display_val ue" type="xs:string" use="optional"/>
</ xs: conmpl exType>

</ xs: el enent >

<xs: si npl eType nane="identifier">
<xs:restriction base="xs:string">
<xs:pattern val ue="[a-zA-Z0-9_]+"/>
</xs:restriction>

</ xs: si mpl eType>

</ xs: schema>

6.3 PALETTE Widgets 1.0 Tutorial

6.3.1 Introduction

The PALETTE Widgets 1.0 specification has beengresi with the clear goal in mind to make the
creation of PALETTE Widgets as simple as possiDlely a few simple steps are necessary to make a
Widget compatible with the requirements, after whyou can entirely focus on the content of your
Widget. This tutorial will guide you through theeation of a manifestonfig.xmland explain the few
guidelines you need to follow to develop a PALETWget, either local or remote.

6.3.2 Widget Configuration File: config.xml

Basic Configuration File Structure

Within a new directory, create a new text file editonfig.xml This file contains all the information
the PALETTE portal needs to deploy and run yourgeidas well as to save the user preferences
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within the portal. As you can see in the PALETTEdg8ts 1.0 specification, only a few elements are
mandatory and a minimabnfig.xmllooks like the following:

<widget widget xmIns="http://www.w3.0rg/TR/widgets/"
xmlIns:PALETTE=http://PALETTE.ercim.org/ns/
id="helloWorldWidget"
height="300"
width="300">
<title>Local Hello World</title>

</widget>

If you are using an XML editor capable of validgtian XML file against an XML Schema, you can
modify thewidgetelement to include the location of your schema:

<widget xmIns=http://www.w3.0rg/TR/widgets/
xmlIns:PALETTE="http://PALETTE.ercim.org/ns/"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.w3.0org/TR/widgets/ manifest.xsd"
id="helloWorldWidget"
height="300"
width="300">
<title>Local Hello World</title>

</widget>

For the XML Schema validation to work, both the ifest.xsd and the palette.xsd should be in the
same directory as the config.xml file. Using alltbé elements defined by the Widgets 1.0 Draft, a
more complete manifest could look like the follogin

<widget xmlns="http://www.w3.0org/TR/widgets/"
xmlns:PALETTE="http://PALETTE.ercim.org/ns/"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.w3.0org/TR/widgets/ manifest.xsd"
id="helloWorldWidget"
height="300"
width="300">
<title>Local Hello World</title>
<author url=" http://www.tudor.lu" email="haan@tudor.lu">Laurent
Haan</author>
<description>A simple Hello World widget</description>
<icon src="images/icon.gif"/>
</widget>

PALETTE Specific Configurations

In order to use any of the PALETTE Web portal feasiiwe have the possibility to use the elements
declared in the PALETTE namespace, which allowausdfine the type of widget we're going to
create and the user settings the portal should e.stor
To have the PALETTE Services Portal store the nafribe widget user, we first need to declare a
preference:

<PALETTE:preferences>

<PALETTE:preference name="username" display_name="Username"
datatype="string" default_value="guest"/>
</PALETTE:preferences>
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The complete config.xml file would look like thellfmving:

<widget xmlns="http://www.w3.0rg/TR/widgets/"
xmlIns:PALETTE="http://PALETTE.ercim.org/ns/"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.w3.0org/TR/widgets/ manifest.xsd"
id="helloWorldWidget"
height="300"
width="300">
<title>Local Hello World</title>
<author url=" http://www.tudor.lu" email="haan@tudor.lu">Laurent
Haan</author>
<description>A simple Hello World widget</description>
<icon src="images/icon.gif"/>
<PALETTE:preferences>
<PALETTE:preference nhame="username" display_name="Username"
datatype="string" default_value="guest"/>
</PALETTE:preferences>
</widget>

Widget Authentication Mechanism

Another PALETTE widget feature is to enable widgetsautomatically authenticate themselves and
their users against PALETTE Services. This featsireamed “Widget Authentication Mechanism”,
and enables the portal to send request on behtiafidget.

The “Widget Authentication Mechanism” solves thelgem relevant to automatic authentication of

users through widgets by providing a secure idgntdnsportation system between the portal and
compliant PALETTE services.

When enabled, the portal's proxy will inject on tive some encrypted information about the widget
and the user using it in requests’ headers each éimequest to the relevant PALETTE Service is
performed.

By decrypting the data, the PALETTE Service willddge to authenticate both the widget's user and
the widget by using a symmetric encryption key stdy the portal and itself.

To enable the “Widget Authentication Mechanism” your widget, simply add the following line into
your config.xm] between thavidgetelement tags.

<PALETTE:authentication>enabled</PALETTE:authentication>

If you do not want to use this feature for your gatl simply omit theauthenticationelement or
declare it unequivocally by using the following exale.

<PALETTE:authentication>disabled</PALETTE:authentication>
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Widget scrollbar

You may want to enable vertical scrolling for yaudget if its height may vary during execution. To
do so, simply add the following line into yocwnfig.xm] betweerwidgetelement tags.

<PALETTE:scrollable>true</PALETTE:scrollable>

If you do not want to enable vertical scrolling f@mur widget, omit thecrollableelement or declare it
by inserting the following line yowonfig.xmilfile.

<PALETTE:scrollable>false</PALETTE:scrollable>

6.3.3 Widget Index File

Creating a Local Widget

The local widget is the default type of PALETTE \Wal. It needs to be packaged and deployed in the
PALETTE Web portal but has less technical restiitdi because the Widget is located locally on the
server. In the case of a local widget, this filesinbe called index.html and the HTML code for our
"Local Hello World" Widget looks like the following

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmI1/DTD/xhtml1-strict.dtd">
<HTML>

<HEAD>

<TITLE>Widget Test</TITLE>

</HEAD>

<body>

Hello <span id="username">username</span>!

</body>

</HTML>

To access the user preferences, we use the Widgetigg Interface, more specifically, theidget
object that is only available within the PALETTE Wportal. Since this object might not be available
immediately after the onload event, we stronglyremend to use the onLoad() function as explained
in the PALETTE Widget 1.0 specification. If presetitis function will be called by the PALETTE
Web portal as soon as the entire object has beeletband should replace the default onload event fo
local widgets.
The complete JavaScript code that replaces thearser with the value within the widget object looks
like this:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmI1/DTD/xhtml1-strict.dtd">
<HTML>

<HEAD>

<TITLE>Widget Test</TITLE>

<script type="text/javascript">
function onLoad()
{
document.getElementByld('username’).firstChild.nodeValue =
widget.preferenceForKey('username');
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}

</script>

</HEAD>

<body>

Hello <span id="username">username</span>!
</body>

</HTML>

Please note that the argument given to preferemkely¢) is the value given for theameattribute for
our preference in the config.xml file.

Testing a Local Widget

To facilitate development of local widgets, a speaevelopment environment is available that
simulates the PALETTE Web portal. This testing emwment is very easy to use and only requires
two lines to be added to the local widget indexIHiiex

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmI1/DTD/xhtml1-strict.dtd">
<HTML>

<HEAD>

<TITLE>Widget Test</TITLE>

<link rel="stylesheet" type="text/css"
href="http://www.PALETTE.tudor.lu/widget/css/PALETTE.css" />
<script type="text/javascript”
src="http://www.PALETTE.tudor.lu/widget/js/PALETTE.js"></script
>

<script type="text/javascript">
function onLoad()
{
document.getElementById('username').firstChild.nodeValue =
widget.preferenceForKey('username');
b
</script>
</HEAD>
<body>
Hello <span id="username">username</span>!
</body>
</HTML>

These two lines will load the most recent versidrihe development environment and display the
local widget in much the same way it would appethiw the PALETTE Web portal. The JavaScript

file includes the config.xml parser that additidnathecks your config.xml for syntax errors and the
widgetobject that would only be available within the fahbrSince no user settings are available for the
development environment, tefault_valueof the preference will be used instead.

Testing a Local Widget with the Content Proxy

The content proxy is a script (a PHP file) thahg@arently loads web pages from remote servers,
without the XMLHttpRequest security restrictionssisl installed within the PALETTE Web portal and
allows widgets to access content from remote sen&ince the local development environment has no
such proxy, we provide you with the necessary fondlities to install and use a proxy on your local
machine.
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The first necessary step is to download and copyctimtentProxy.php file to your local machine and
make it accessible by your local web server. Siheescript is a PHP file, you need a webserver
capable of interpreting PHP files as well. Pleastica that the PHP proxy requires the CURL package
to be installed and properly configured.

Secondly, you should use the setContentProxy methtfte widget object to set the path to the proxy
file. Afterwards, you can start using the get andtpnethods of the widget object as usual.

An example of a widget using a local content proxyread the content of a text file can be found
below:

<IDOCTYPE html PUBLIC "{/W3C//DTD XHTML 1.0 Strict//EN
"http://www.w3.0rg/TR/xhtmI1/DTD/xhtml1-strict.dtd

<html|>

<head>

<title>Widget Object Test</title>
<link rel="stylesheet" type="text/css" href="httpwivw.PALETTE.tudor.lu/widget/css/PALETTE.css" {>
<script type="text/javascript" src="http://locallibsidget/js/PALETTE.js"></script>
<script type="text/javascript">

function onLoad(){

widget.setContentProxy('./contentProxy.php');

widget.httpGet(‘'a.txt', null, function(data){
document.getElementByld('user’).appendChildfdwent.create TextNode(data));
D
}

</script>

</head>

<body>

Bonjour <span id="user"></span>.

</body>

</html>

Creating a Remote Widget

Contrary to local widgets, remote widgets are fhste a remote server. They can be written using
any available technology, as long as the outpwaligl HTML or XHTML and they are valid index
files on the remote server. In case of remote viglghe user preferences are sent by GET parameters
which doesn't require any particular developmerirenment to simulate.

Before we are able to create a remote widget, igerieed to modify the config.xml file accordingly:

<widget xmlns="http://www.w3.0rg/TR/widgets/"
< xmlns:PALETTE="http://PALETTE.ercim.org/ns/"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.w3.0org/TR/widgets/ manifest.xsd"
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id="helloWorldWidget"

height="300"

width="300">

<title>Remote Hello World</title>

<author url=" http://www.tudor.lu" email="haan@tudor.lu">Laurent
Haan</author>

<description>A simple Hello World widget</description>

<icon src="images/icon.gif"/>

<PALETTE:widget_type>remote</PALETTE:widget_type>

<PALETTE:widget_location>http://path.to/my/widget/folder</PALE
TTE:widget_location>
<PALETTE:preferences>
<PALETTE:preference name="username" display_name="Username"
datatype="string" default_value="guest"/>
</PALETTE:preferences>
</widget>

If we want to create a remote Hello World widgePHP, all that is left to do is create an "indey.ph
file at the address specified by thiglget locatiorelement and write the corresponding PHP code:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmI1/DTD/xhtml1-strict.dtd">

<HTML>

<HEAD>

<TITLE>Widget Test</TITLE>

</HEAD>

<body>

Hello <span id="username"><?php echo $_GET['username']; ?></span>!
</body>

</HTML>
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