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Summary

The purpose of this deliverable is to provide atfirersion of PALETTE integration, distinguishing
between conceptual integration and technical iatémr. More specifically, the conceptual integratio
concerns the design, implementation and validatiogeneric scenarios. Generic scenarios are built
from the previously developed specific scenariosjst upon the features which are common to
different CoPs, provide evidence for the interaddiohat take place between all actors (human and
non-human) for fulfilling CoPs activities, and shdve intricacy of different functions of servicésit

are necessary to achieve these composite activiEneric scenarios also suggest possible
improvements to better sustain the CoPs’ developrbgninnovating both at organisational and
technical level (not just help doing what is cuthemlone, but find new ways of doing things or new
things that are made possible). Generic scenariable the implementation of such improvements
through innovative architectures and interfaces,iclvhtake into account the possibilities of
technological novelties made available from PALETSdEvices, the new organisational potentialities
opened by the work in CoPs, and the learning céipebi of people involved in them. As
recommended in the first year's project review repthe focus is made on integration issues. The
concept of generic scenario is the way to preciaety thoroughly describe how the different funcsion
of PALETTE services will have to interact and holmey will be integrated together with users’
actions in order to achieve the goals of sustaindeyeloping and enhancing the practices of the
various PALETTE CoPs.

The technical integration concerns the adoptioretsfvant standards and development guidelines that
facilitate interoperability of services, as well d@ke implementation of appropriate software
components for integration and delivery of PALETS$&rvices. Four dimensions of integration are
addressed, namely the information, the communicatiee platform and the presentation integration.
PALETTE developers aim to both propose and appliytisms in order to satisfy the needs associated
to each of these dimensions. Technical integrat@nes to support the conceptual one, by designing,
implementing and finally, providing ways to allohetusage of integrated functionality by PALETTE
CoPs. Thus, CoP members will have the ability wmlpaise one or more PALETTE tools or services,
combine functionality of different services, andfpem fundamental actions (such as store, retrieve,
search etc.) on the full range of PALETTE tools aadvices according to the Generic Scenarios.
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1 Introduction

The purpose of this deliverable is to provide atfirersion of PALETTE integration. We distinguish
between conceptual integration and technical iatégn. Conceptual integration answers the question:
‘how to conceptually integrate PALETTE servicesdtiger with CoPs practices and environments, as
expressed in scenarios?’. For this purpose, theifgpscenarios presented in D.PAR.03 have been
enhanced into generic scenarios. Technical integratoncerns the integration of software
components that materialise PALETTE services; abefates technical issues such as the language
used in the service description or standards faric interaction, which have been first discusised
D.IMP.03 and D.IMP.04.

As described in the DoW, the integration processhis key aspect of the PALETTE project.
Integration deals with organisational aspects (heers act in their CoPs, in which way they cursentl
use or they are willing to use tools or servicesuetain their activity) and technical aspects (how
services are designed, developed, enhanced, itedgaad interoperate to answer the needs of CoPs
members) in an asymmetric way. This is the reduthe Participatory Design methodology based on
the Actor-Network Theory (see D.PAR.01), whereitifeiences of human and non-human actors are
considered symmetrically in order to concurrentgidn the uses and services in use within the same
process.

The conceptual integration part reifies the workiagk 5.4 (Functional specifications of serviced an
scenarios through team work), taking into accoume tlevelopments of Tasks 5.2 (Software
components for integration) and 5.3 (PALETTE segsidelivery), as well as the guidelines written in
the context of Task 5.1 (Standards and Guidelirds.process of designing scenarios is taken a step
further with the proposal of generic scenarios.efeyic scenario describes a chain of operations and
associated functions of PALETTE services, as welha way these interact to address a generic CoP
activity.

The generic scenarios put the emphasis on:

* the identification of interactions between the g=§ in order to sustain the efficient
implementation of the associated interoperability;

» the reusability of such scenarios for different §ofven though this might necessitate some
slight adaptation to suit the specific context dndhain of the CoP;

» the usefulness and crucial importance of the digs/carried out by CoPs;

» the feasibility of the integration of functions acding to the current state of PALETTE
services, the capacities of the development teantsthe compliance to standards;

» the capacity to provide evidence of innovation,hbat organisational and technical level,
brought by the distinctive way they are designadhlemented and validated according to
PALETTE principles.

Task 5.1, together with Tasks 5.2 and 5.3, mairgcdbe the work performed on the technical

integration part. More specifically, in Task 5.1set of designing guidelines was adopted after the
agreement of the development teams. These inclodanon protocols, service descriptions, the

overall PALETTE services platform’s architecturedaresentation directions. The implementation of

the abovementioned platform and the most cruciflveme components for integration is taking place

in the context of Task 5.2. Task 5.3 focuses onpitesentation integration, since it addresses the
development of components towards the PALETTE sesvielivery.

The outcomes of this report consist of:

» amethodology to develop, implement and validateege scenarios, focusing on interactions:
interaction between actions of users, between rtiand functions, between different
functions of different services to sustain the@wdi interactions between users and functions
through Human Computer Interface;

PALETTE D.IMP.05 5 of 47
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an organisation plan to design, implement and a#dicthree main generic scenarios in
complement to the already existing six specifimsc®s (see D.PAR.03);

suggestions about which generic scenarios coutiédmost interesting ones to develop;
descriptions about the way PALETTE developers stippe technical integration at the four
different integration dimensions;

plans for supporting the design and implementatibfour integrated fundamental services
that enable the provision of search, store, auiteget and notify capabilities to the entire
context of PALETTE services;

suggestions for future work and integration-relagstdes to be addressed.

Acronyms

API : Application Programming Interface

CAKB : Cross Awareness Knowledge Base

CGI : Common Gateway Interface

CoP : Community of Practice

CRR : Common Resource Repository

HCI: Human Computer Interaction

HTTP : HyperText Transfer Protocol

KM : Knowledge Management

LDAP : Lightweight Directory Access Protocol

OAuth: An open protocol to allow secure API autlieatton in a simple and standard method
from desktop and Web applications.

OpenlD : A decentralized single sign-on system

P2P : Peer-to-Peer

PDM : Participatory Design methodology

PI4SOA: A project that provides tools that leverdgeCalculus to build robust Service
Oriented Architectures

PHP : An open source programming language

PSP : Palette Service Platform

PSRF : Palette Service Registry Framework

REST : Representational State Transfer

RSS : Really Simple Syndication

SAML : Security Assertion Markup Language

SMTP : Simple Mail Transfer Protocol

SOA : Service Oriented Architecture

SOAP : Simple Object Access Protocol

SPARQL : an RDF query language; its name standSRARQL Protocol and RDF Query
Language

SSL : Secure Sockets Layer

SSO: Single-Sign-On

Ul : User Interface

URI : Universal Resource Identifier

URL : Uniform Resource Locator

WADL : Web Application Description Language

WS-CDL : Web Services Choreography Description lueag
WSDL : Web Service Definition Language

XML : Extensible Mark-up Language

PALETTE D.IMP.05 6 of 47
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1.2 Reading conventions

References by author, like (Wenger, 2000), appea bibliography at the end of the deliverable.
Other references, like (URL: DPP), appear in a “@éghphy” (list of Web links), also at the end of
the deliverable.

PALETTE D.IMP.05 7 of 47
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2 Conceptual integration - Generic Scenarios to suppbservices
interoperability

2.1 Generic Scenarios: the next step in Participatory Bsign

Generic scenarios are not a new thread of developthat would parallel other threads coming from
Participatory Design Methodology (PDM). It is thext step to implement PDM after the writing of
CoP-specific scenarios according to the report DM Pnethodology from WP1.

The first round of scenarios was based on curreiitites of CoPs and CoPs members, and of their
possible support by existing PALETTE services (ey/twere available during the first year of the

project). It was not easy for users, or even Colega¢es or CoP mediators, who were even more
aware of the development steps taking place witidnproject, to figure out how to use these new
applications. They were able to think that theyldgorobably use a wiki to create documents, or
maybe Amaya for those who were more dedicateddaticiy teaching supports, or maybe CoPe_it!
could be interesting to represent and support debdtut not much more. Then, the PALETTE

researchers, within the teams A, B and C, were t@bierite scenarios which were dependant of the
context of each CoP and which emphasize the pessilbr sometimes real — use of one (most of the
time) or two (seldom) PALETTE Services (as desctieD.IMP.03). Moreover, these scenarios, as
they were from the early stages of use, were nedyed a source of innovation for the developersy the

were more about incremental improvements — we cspichk of “maintenance improvements” — than

real development issues.

Thus, we needed to walk a further step in the Pitgss. We decided to look into building more
“generic” scenarios. Such scenarios are geneseveral ways:

« they will be less specific on the current actigtef the CoPs; we will concentrate on activities
which are found within different CoPs (in other wsrthey are typical for CoPs);

« they will be less influenced by the current stdft€ALETTE Services; we will focus more on
functions available in the PALETTE services, orimde in the current tools used by CoPs,
or available in other existing tools, which couldable enhancing the support of CoPs
activities;

« they will be more detailed, thus they will be atdeshow the intricacy of different functions of
services to achieve composite actions of CoPs mesnbe

« they will take into account the elements that acight in by D.IMP.03 and D.IMP.04.

Generic scenarios will:

» evidence the characteristic actions, operatiorm;ti‘unsl, services and interfaces required (or
necessary or desired) to sustain the life and ¢ireldpment of a CoP;

« evidence the interactions between all actors (humwath non-human) that take place for
fulfilling these activities and link these interiaets with high level purposes at the CoP level;

L A function is the logical description of how to &Ve an operation (low-level function) or an actifitigher-level
function). A function is associated to a servicéjol is a way to practically implement the functi@ervices can interact
(interoperate) through several mechanisms: uséoradhe user calls a service and then anothericgemxplicitly; data
transfer (communication): one service is linkedatwther via a transfer (or sharing) of informatienétever kind of
information); direct call: one service can call Hey service and pass it a set of parameters aidfmation; automated
process (composite service): an automated proses®ichaining of several services according tegstered procedure
(explicitly described, possibly customizable) (exworkflow).

PALETTE D.IMP.05 8 of 47
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* suggest possible improvements to better sustairCtdfe development by innovating both at
the organisational and the technical level (not hedp doing what is currently done, but find
new ways of doing things or new things that are ernaksible);

* implement such improvements through innovative iggctures and interfaces which take into
account the possibilities of technological noveltreade available from PALETTE services,
the new organisational potentialities opened byihek in CoPs and the learning capabilities
of people involved in them.

The reflection about generic scenarios is sustdiyed

« the knowledge developed about Communities of Rmctthus, it is important to link
scenarios to the high level elements which charaeteCoPs, namely: domain, practice,
community building, identity building, sense of tweging, etc. (Wenger, 1998; Wenger
2002);

« activity theory as for CoPs activities: activitise driven by an intention, they are composed
of actions, themselves composed of operations @niga, 1987; Engestrom, 1999).

2.2 Generic scenario: how to create value for the CoPs

2.2.1 What is a Generic Scenario in PALETTE?

A generic scenario describes a chain of operatosassociated functions of PALETTE services and
the way they interact to answer a generic CoP peegtivity (intention).

Activities are composed ddctions that are often organised in chain, being themsedigided in
operationsthat correspond to practical, situated and autenmadnipulations of tools or machines in
order to carry out the actions. So some operatimasnatched with functions of PALETTE Services.
A generic scenario takes into account the motimesitions which drive the activities and uses of
tools in order to sustain the CoPs functioning.

A generic scenario is especially focused on theri#sns of relationship and interactions between
users, activities/actions and functions/servicex;luding the key aspects of the user/services
interactions through HCI. It is situated, adaptedobe provides information about situations where it
can be applied.

2.2.2 The value chain representation of generic scenarios PALETTE

A generic scenario describes typical activitiesCoPs, at a granularity level that evidence the oble
low level functions, and thus the possible impletagan of services and their interactions.

The description of several generic scenarios edieiethe existence of some functions which could be
mutualised between different services. Such funstimay already be present in one or several of our
current PALETTE Services (such as e.g. Sweetwiknafa, e-Logbook, CoPe_it!, BayFac, etc.).
Each PALETTE Service is a collection of smallewvgmgs of different level of granularity, both fraan
technical and a functional point of view. There s a choice about which implementation of the
service is used as a mutual one. A mutual sereige &nnotation management, document storage, text
editor, graphic mapping representation, etc. whiehused by several different kinds of actions)tbas

be available for calling by any other service inglggently from its "historical” implementation.

We suggest using a representation derived frormtéphor of the Value Chain (Porter, 1985) as
represented in Fig. 1, where:

PALETTE D.IMP.05 9 of 47
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Document  Collaboration Domain CoP
management management (K, Animation ...
learning, identity)

Amaya Cope_it! LimSee3

elogbook SweetWiki DocReuse

Figure 1 — Generic Scenarios as value creation f@oPs

« the upper level represents the activities of a QM. represent here some major typical
(generic) activities of a CoP (search for a documemanage CoP members, produce
collaboratively a piece of reified knowledge, mamagembers distinctive competences,
debate upon a question in the CoP domain, etc.)

« the medium level represents the functions whichspezific to each of PALETTE services in
order to support the above activities (representingumentation, multimedia authoring,
reusing structured templates, editing in a wikg,)etat this level of granularity, the PALETTE
services are represented as entities;

« the lower level represents the mutualised genenictions (or support services) which are
needed in order to enable actions which take placg commonly and must be independent
from the higher order services; four support sewiare currently identified: unified access,
search engine, tagging/annotating, and notificatofifth support service enables to bring the
full value to the user: this is visual integratiovhich is responsible to give access to all the
other services (specific or support) in the samsaalispace.

An integrated set of {activity / specific servicesupport services} is always linked to an intent{or
a motive) which drives the CoPs users into actian the “WHY do | have to do this activity using
these services?”).

Examples of high level intentions which are spectb CoPs are: identity building, negotiation of
meaning, and learning (see Wenger 1998).

It is then necessary to further describe preciigdyinteractions between all the elements (actions
specific functions / support functions)

2.2.3 Examples of possible generic scenarios

Figures 2-4 show examples of possible generic simEnaepresented as above. Naturally, such a
representation is not exhaustive and must be fudbtiled in order to fully understand and deserib
the related generic scenarios.

Generic Scenario for Collaboration activities

Collaboration actions are the essence of a CdPtlirough collaborative actions that the glueiilb
between CoP members, that the motivation is swesfaithat the participation takes place, that
members are able to shift from peripheral partidgpatowards core activities, that novice members
can benefit from experts knowledge, that most effdtrmal as well as informal learning takes place,
etc. Collaboration relies upon functions such asisly, communicating, debating, decision making,
organising collaboration, managing tasks and calendstc. Some of these functions are present in

PALETTE D.IMP.05 10 of 47



FP6-028038

PALETTE services, while some are not. Collaborafivections also rely on the mutualised support
services evidenced in other activities, as showkign 2.

Argumentation

Collaborative Collaborative
Document Tagging, decision
sharing Collubora'riveAnnomnng Synchranipis making - . -
document exchange
editing Visual
Cope-it! elLogbook ~ integration
argumentation Skype asset mgt
Sweet Wiki o
editing eLpgbook CoP
activity mgt
Single Global Single Notification Tagging &
Sign-on  Search store annotating service

Figure 2 - Generic Scenario for Collaboration actios and functions

Generic Scenario for CoP _Animation activities

It is rather commonly agreed that a CoP, beyondfiisn non formal emerging from more formal
context, and despite the needs to remain a ratii@mial network of people and activities, strongly
benefits from an animation role to sustain the thpraent of its life-cycle.

CoP animation gathers actions as diverse as managembers, managing members profiles and
competences, capitalising on CoP history and mgldhe CoP memory, managing events (internal
and external), providing space and time for knogtedapitalisation, facilitating the CoP life,
sustaining members’ motivation, valuing everybodg@ntribution, evidencing the value created
within the CoP and provided by the CoP to its emwvinent, etc.

Besides the ones which were already describedemthceding scenario, CoP animation mobilises
specific functions like managing files for membensd profiles, advising and managing events,
communicating inside and outside the CoP (publgleind disseminating functions), and knowledge
based functions (history and memory support).db alses the mutualised support services, as shown
in Fig. 3.

Managing

Managing Supporting
Members Events Knowledge
Managing Managing capitalisation Facilitating = = «
DocuMents external exchanges and
communication sharing Visual
elLogbook eLogbook Cope-it! A  integration
actors mgt activity argumentation .
eLogbook mgt CoP
asset mgt
Single Global Single Notification Tagging &
Sign-on  Search store annotating service

Figure 3 - Generic Scenario for CoP Animation actins and functions

Generic Scenario for Domain Management and KnowledgiReification activities
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Domain Management regroups all the activities eelab the domain of the CoP, i.e. the distinctive
practice that gathers people together. In PALETWE have CoPs who belong to the Education area,
but each of them has its own domain; for exampld@zxtic gather teachers and future teachers who
are interested in improving practice in succesgfuthplementing innovative pedagogical systems
including information and communication technologyereas @pretic gathers school teachers whose
activity is evolving as resource persons to supf@tintroduction of information and communication
technology in school; even though these areas elated, the two CoPs have distinct domain of
practice.

Domain Management comprises all actions relatedti®e management of knowledge and
competencies related to the domain, the learnidgir@ining activities which enable the improvement
of both individual and collective knowledge and gtige, the knowledge reification, sharing and
publishing activities, etc.

Domain management also includes all the activiidested to knowledge reification, i.e. those ralate
to document management. Here, “document” refeamitobject which might range from a single sheet
of text -paper or electronic- to composite, multii@e complex in structure documents with their
history, their archived versions, the different hews, the annotations, and all related metadata.
Creating, storing, and retrieving are the basidoast performed on such documents, together with
editing, annotating (and tagging) them. More compmlperations can be envisaged when it comes to
reusing, restructuring, and recomposing some dontsné produce new ones, for example.
Furthermore, all these actions can be done by ikhgliNs, but also collaboratively.

Domain Management strongly relies on KM and KM tetiafunctions, such as managing ontologies,
managing semantic resources and applications, rnranagpresentations of knowledge, sharing and
publishing of reified knowledge, etc.

Again the mutualised support services are uselisrarea, as shown in Fig. 4.

Representing

Knowledge
reified sharing
Knowledge o
Producing Publishing e
learning reified
supports knowledge Vol
Cope-it! * integration
argumentation Amaya
= I LimSee3 ¥ Doc Reuse ves
editing CoP
Single Global Single Notification Tagging &
Sign-on  Search store annotating service

Figure 4 - Generic Scenario for Domain Managementaions and functions

2.2.4 Which generic scenarios for PALETTE?

This list of generic scenario is not exhaustiveutyh we think it pretty much covers the fundamental
issues around CoPs life and activities. Naturdligre are some overlaps between the examples of
generic scenario described above, as differenvies are often relying on common actions and
functions.

Thus, we decided to focus the next steps of Ppaticry Design on the design and implementation of:

* a generic scenario for domain management and kdgwleeification focused on resources
reification;

PALETTE D.IMP.05 12 of 47
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* ageneric scenario for collaboration focused oratkebnd collaborative decision making;
* ageneric scenario for CoP animation focused oni@eftity building, and
» the support services which are evidenced in tHergifit generic scenarios.

As regarding support services, we decided to fpecumsarily on four support services: Single Sign-on,
Global Search, Single Store and Notification of itge

2.3 The process of designing generic scenarios

The outcomes of the process of designing genegitsso are:

» a description of a set of activities performed yP€ and CoPs members according to their
intentions;

» a description of the functions related to each glamaction (or operation depending on the
level of detail which is necessary for the scendegigners to fully understand, design and
implement the scenario);

» a description of the different levels of interaop and the mechanisms of these interactions
(according, for example, to the findings of D.IMB.@nd D.IMP.04), including the HCI
aspects;

* arepresentation of the scenario.

Designing a generic scenario implies considering tideconstruction” threads followed by a
“reconstruction” one, and the development of theessary services:

» deconstruction of CoP functioning following an aitti-based analysis:

o selection of CoPactivities that are typical (and preferably common to sevea®s);
it is to describe each activity taking into accotivgé CoP as a specific organisational
context;

o decomposition of these activities irdaotionsthat CoPs members perform;

o if needed, decompose these actions ogerations the degree of granularity of the
decomposition in actions and operations is strotigked to the specificity of needs
and behaviour in a CoP, and also to the granul&itgl of software functions that
will have to implement them.

» deconstruction of PALETTE services into granulardtions:
o identification of existingunctions in PALETTE services or in other available tools,
which could be used to perform each action or dfmra
o identification of functions that do not correspdondiefined actions or operations, but
that can be useful to define new ways supportingcivity;
0 matching between actions-operations and functions.

» reconstruction of the generic scenario, comprising:

o identification of common functions which shouldrbetualised into support services;

o construction of chains of actions-functions whiefidences the necessary interactions
between the different functions;

o identification of and description of direct commeetion between services (service-
service interaction) which are necessary or camseéul to perform the actions;

o identification of user-level actions which corresgdoto direct access to services by
user, give hints about ergonomic recommendationghfuser interface and cognitive
constraints from other applications commonly usétiiw CoPs;

o0 description and representation of the generic saena

o Vvalidation by the teams
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» design and implementation of the services which mwiplement the functions (specific and
support).

» trialling and validation.

Examples of the deconstructions steps can be findhe SwikiPALETTE space at the following
addresses:

http://argentera.inria.fr/swikiPALETTE/data/TaskEefGenericScenarioExamplel.jsp
http://argentera.inria.fr/swikiPALETTE/data/TaskEefGenericScenarioExample2.jsp

2.4 Organisation of the process of designing genericesgarios

2.4.1 Atask force to re-align the Participatory Design Pocess

In order to prepare this work, we decided to coutgtia taskforce within WP5. This task force was in
charge of:

» identify generic scenarios to be developed;

* reorganize teams around these scenarios;

» propose a methodology and a template for the dpmedot of generic scenarios (and the
related integrated services);

* propose a work plan for teams taking into accob@telements of the evaluation of the PDM.

This task force was composed of pedagogical arthtéogical partners. It worked from October to
December 2007, both in virtual and face-to-facetmgs. The work and findings were collaboratively
reified using the SwikiPALETTE implementation oktbweetWiki PALETTE service. and presented
to the project members at the plenary meeting onL§pecember 19-21, 2007).
(http://argentera.inria.fr/swikiPALETTE/data/TaskEefTaskForceHome.j¥p

2.4.2 An operational organisation to realise the generiscenarios

The generic scenarios are designed, implemented/aidthted using a similar organisation with the
one used to develop the specific scenarios, i.eollaborative teams regrouping CoPs mediators,
service mediators and other PALETTE researchers.

The teams are in charge of following the proceserileed above (see 2.3 - The process of designing
generic scenarios):

» describing activities / actions / operations takem the specific scenarios;

» describing functions taken from the PALETTE sersidescription;

» describing the matching between actions/operaosfunctions;

» identifying support functions that should be muised;

» describing the chains of actions/operations — fonst

» identifying and describing the interactions betwéerctions (according to D.IMP.04);
» identifying the ergonomic and cognitive constraitgch will shape the user interface;
« write the generic scenario;

» develop the functions / services necessary to im@fe the generic scenario;

* implement the generic scenario, and

» validate the generic scenario.
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2.4.3 Choice of scenarios to be developed

On order to facilitate the work of teams, and toederate the process, it was decided to focus rae th
main scenarios, which are subsets of the genegitasivs described above:

1) Reification scenario.

This scenario is a subset of the Domain ManagemedtKnowledge Reification. It can be derived
from the specific scenarios of Did@ctic and Aprefiic example. It is based upon the following:

Activities/actions Functions / services

Production of resources (e.g. documents) Sweetwiki

Enrichment of resources with semantibocReuse

information Amaya, Limsee3

Search for existing resources Semantic FAQ, BayFac

Reuse and transformation of existing resources

Building of the CoP memory Support services: unified access, global segrch,
tagging and annotating, notification, visual
integration

2) Debate and Decide scenario.

This scenario is a subset of the Collaboration agenlt can be derived from specific scenariog lik
LearnNett of Adira.

Activities/actions Functions / services

Debate about an issue CoPe_it! (argumentation)
Argumentation using internal and/or externadlink-widget

resources e-Logbook (asset management)

Collaborative decision making
Awareness about the above activities within {tf8upport services: unified access, global search,
CoP tagging and annotating, notification, visual
integration

3) CoP animation.

This scenario can be derived from scenarios likeaddor example.

Activities/actions Functions / services

Management of CoP collaborative activities | e-Logbook actors management

Management of members e-Logbook asset management

Management of events e-Logbook activities management

Management of resources related to membersditing functions (SweetWiki, Amaya, etc.)

events / activities CoPe it!

Awareness about the above activities within the

CoP Support services: unified access, global segrch,
tagging and annotating, notification, visual
integration

2.4.4 Schedule of work

It is important to understand that the developn@ngervices is not a consequence of the scenario
design; it isncluded in the scenario design, development, impigentation and validation.

PALETTE D.IMP.05 15 of 47



FP6-028038

The foreseen schedule is the following:

task

time

Designing an outline of the generic scenad
with emphasis on:
» which are the functions already existi
in services
» which are the support services (comm
services) necessary
* which improvements are needed
ensure the integration of services

\rleebruary - March 08
ng
on

to

Refinement of the specification and first sta
of implementation of the three generic sceng
including:
the identification of necessary incremen
developments of existing services

the modular (individual) tests of functions

gdsarch — June 08
rio,

tal

the focus on integration, interoperability and

interfaces design, development and tests

Further stages of implementation and validatidune — November 08

of the scenarios according to the validat

and the CoPs

on

principles of PALETTE together by the teaTns
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2.4.5 Proposal for the reorganisation of teams

Three teams will be formed to implement the abaenarios (or part of them). The organization of
these teams is described below.

Team 1 — Knowledge Reification

Developers SweetWiki, DocReuse, Amaya, Limsee3, Semantic F3&yFac

CoPs Did@ctic, LearNett, ePrep, Adira, Apretic, Form@HEE, TFT, TICFA,
TICEF,CoPelL, APCDE

Examples of Implementation

1. Documents produced with Amaya, or DocReuse are fitegand annotated in SweetWiki..
CoPs members search for documents using a globathsengine. CoPs members could
reuse existing documents to produce new ones.

2. Emails are annotated and CoP members could searoblévant emails.

3. Documents produced with Amaya, SweetWiki etc. adexed and classified by BayFac.
Documents are then searched to be reused.

Team - Debate and Decide2

Developers CoPe_itl, Link-widget

CoPs Didactic, LearNett, Adira, TGC, TICFA, TICEF, CoPelL

Examples of Implementation

1. CoP members annotate their discussions in CoRssiity Link-widget and could search for
relevant discussions.
2. To enhance their argumentation, CoP members caalctls for resources using the single-
search and import relevant documents, mails....

Team 3 — CoP Animation

Developers E-Logbook, CoPe_it!, SweetWiki

CoPs ePrep, Adira, Aradel, TICFA, TICEF

Examples of Implementation

1. CoPs members import documents from SweetWiki ocudisions from CoPe_it! in e
Logbook

2. Each member edits their own page and profile (cuntgith competencies, etc., npt
administration profile) in e-Logbook

3. Members create collaborative documents with SwddtWithin a collaborative activity of e
Logbook

4. Each member creates activities in e-Logbook andaswther members; an activity may |be
to join a discussion in CoPe_it!

5. Members can manage a schedule of events and &iviccounts of activities/events,
created with SweetWiki are managed as assets ogbdok

Each team is composed of developers (T), CoPs MedigP), and possible other PALETTE
researchers (T,P). Developers propose a set afidsos instantiations” which will be validated et
Mediators. Then the design in use process goesllas/$: developers propose prototypes that will be
tested by CoPs. The coordinators ensure that telafament is done according to WP5 requirements
and guidelines and report on PDM methodology froIW
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3 Technical integration

3.1 General issues: Definition and Integration types

In the context of the PALETTE project, the termchaical integration” can be defined as the way the
PALETTE partners support the provision of integdafeinctionality to the CoPs. In particular,
technical integration in PALETTE concerns the adwoptof relevant standards and development
guidelines that facilitate interoperability of sees, as well as the implementation of appropriate
software components for integration and deliveryhaf PALETTE services. The guidelines apply to
different dimensions of integration, each of thexading to specific design choices that are deatribe
below.

3.1.1 Dimensions of integration

The classification of PALETTE services presente®iMP.04 introduced a distinction between what
we called Web Services and Interactive Servicesh Wervices have no user interface and interact
with other services, while Interactive Serviceséavgraphical user interface and interact with the
user.

An integrated functionality can be available to Goffirough different ways: some integrated
compound Web services that can provide informatimmcerning the entire context of PALETTE, or
some integrated interactive service that preseagiated user interfaces of the PALETTE services.

The present situation in the PALETTE project ist thaveral interactive services are available ds ful
blown Web applications, such as CoPe_it!, e-LogBddkeetWiki and DocReuse, or as full blown
applications such as Amaya or LimSee3. These ictigeaservices are currently monolithic. They are
not yet "reusable” as bricks to compose new intemaservices.

This does not prevent some simple forms of intégmain a way that users can interact with sevefal
these services at the same time. For convenieheg,dan launch all these services in different tab
views of the same browser window, or in differerihdows. However, such “manual” integration
does not support advanced interactions betweelicesr{such as those defined in D.IMP.03). These
interactions have been divided into three levebndmission of data and metadata between services,
direct call of a function from one service into #rey one, and finally composition of several sesvic
functions. Without modifying the current intera@igervices, the only interaction between services
which is supported by the browser environmentistéd to the cut and paste of data from one service
to another one. This is far from sufficient to sogghe kind of interactions between services Hrat
envisioned in the scenarios and will be defined rwherning the generic scenarios into concrete
scenarios.

To proceed further with integration of services amallow interaction between services on the three
levels defined in D.IMP.03, PALETTE developers apguired to redesign the tools and their
interoperation methods not only from a user int&fpoint of view but also from an internal view in
which information storage and representation, adl e service availability, are taken into
consideration.

To summarize, the integration between the exisBAgETTE services needs to be analysed at the
following dimensions:

* Information integration in which information created from one PALETTE deevcan be
transformed and imported to another PALETTE setvice

« Communication integration that can assure that every network communicatidwesn tools
and services can be established with a specifi¢ way
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» Platform Integration, in which a common Platform is the basis for thublation of the
existing services, registration of the new onegj discovering of the PALETTE offered
Service;

* Presentation Integration, in which users can access several PALETTE sesvibeough a
unigue interface or can use different PALETTE s&gsiin a common way.

These dimensions of integration will be elaborated dedicated section below.

3.1.2 Approach of technical integration in PALETTE

The diversity of the available PALETTE services, vesll as the creation of new services in the
context of PALETTE, make functional integration moteasy task:

» Existing PALETTE services are operating under défe platforms; desktop applications,
Web applications, Web services etc. co-exist inRREETTE framework.

» CoP requirements are growing up dynamically dutiregusage of the PALETTE services; the
difficulty to predefine useful scenarios of usingeigrated functionality leads developers to
design open techniques in order to easily suppwt nequirements.

To further proceed with integration of services amallow interaction between services on the three
levels defined in D.IMP.03, we have started differgypes of actions. First, some experiments have
been done to develop ad-hoc pair-wise integratibimteractive services. This method allows to
design interactions between services that matchtkyxane scenario, for instance to directly open a
SweetWiki page into Amaya and save it back into @W#éki. However, this is a costly approach that
requires a direct intervention on the applicatidhis possible to do it as long as the applicatiare in

a design in use phase.

Second, we have started to define some Web sertocespose the functionalities of all interactive
services, following the guidelines defined in D.INIB. This approach is the most ambitious as it will
allow the development of new interactive servigeshie future based on the existing Web services,
without having to modify the original applicatiorfsor instance, this is a necessary step to betable
develop miniaturized versions of the current amplons, implementing subsets of their
functionalities, to be integrated as widgets irtte tomposable PALETTE portal, or eventually, as
widgets into other interactive services. This isoah necessary step to be able to compose several
functionalities in the existing applications andpose new composite services or hew mashups of
services. We have already defined the PALETTE $SerfAlatform architecture with the purpose of
supporting the discovery and the execution of ghices, as described in D.IMP.04.

During the definition of the Web services deriveonf each interactive service, we have been able to
identify four groups of services, that we cslpport (or fundamental) services. By matching these
support services with the needs expressed in #reasios, we have discovered that each of the suppor
services could be potentially composed in differealys within all applications to offer a greater
integration within PALETTE applications. The suppaervices and the requirements for their
integration derived from the scenarios are showthénfollowing table.

Support (or fundamental) service Requirements (U tJser)

I dentification U wants to share her profile information
between services because she does not want
to make multiple user accounts within
PALETTE applications, or at least she wants
to input her profile information only once. U
wants to avoid signing in several times when
navigating from one service to another in a
single session.
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Search U wants to find a resource that has been
embedded or referenced into a service, or a
resource that has been created in a service
such as a page, and thus without knowing in
advance in which service(s) it is. U wants to
use different criteria to find a resource (by
name, authors, date, keywords, €tc.).

Storage U wants to store a resource in one service
and to be able to embed or to reference it
from any other service without having to
upload it again into that service.

Notification U wants to be notified of events (creation of
resources, online presence of CoP members,
etc.) that happens in any service with having
to login into each service.

The first three support (or fundamental) servicesinterbalance the fact that information and
knowledge created in PALETTE services is locallgipreted and stored.

From this point, we now envision the integration PALETTE as a continuation of pair-wise
integration efforts for some specific integratiaesarios. But more importantly, we now concentrate
on a careful design and selection of APIs for tbhppert services that will ease the creation of
compound services in a service oriented contextlding so, we are in line with similar approaches
that have been proposed by the main vendors oélsoetwork platforms to augment interoperability
between them and which are underway, such as teeSgial API (URL: OSG), or the public group
DataPortability.org (URL: DPG).

Our first results with the identification, searchdastorage integration are described in a dedicated
section below. The notification support servicd wé elaborated in a future deliverable.

3.2 Supporting Integration in PALETTE

This section presents the achievement of integratioPALETTE. In particular, it describes how

PALETTE developers adopted common standards, deatmmon platform and customized their
PALETTE services towards this target. The followingegration analysis is structured according to
the aforementioned classification of the techniicgibgration types (information, communication,

platform and presentation).

3.2.1 Information Integration

The initial step to support information integratiomas the focusing on data integration using XML
formation. Integration of heterogeneous data sauic@ complex activity that involves reconciliatio
at data models, data schema and data instanceas(Band Ferrari, 2001). XML in PALETTE comes
to assist the addressing of these issues by deggrommon information models, declaring global
schemas and finally by dressing information conteite it is being interchanged or interpreted.

Apart from the above common definitions of modeatsl &chemas, some software components for
tagging or adding additional information over vddlearesources were already developed within
PALETTE. Generis, CAKB, and SweetWiki are someham.

Concerning finding and accessing of documents,PAEETTE framework will support a common
document storage repository in which different PAOE services will be able to store, find and
retrieve documents. By this way, it is possible oply to create a global storage place for CoPs’
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resources, but to allow interchanging of resoureitisin PALETTE. Depending on the resource data
model and schema, it is possible for each PALETERice to provide specific import-export
converters in order to “translate” a resource cgrfitom another PALETTE service to a readable
resource and vice-versa. Examples of such congeni@re been elaborated between CoPe_it! and e-
Logbook (e.g. transformation of a CoPe_it! workspém an e-Logbook project). Tools for semantic
searching of available documents are also providédin PALETTE (e.g. BayFac and Corese
semantic search engine).

3.2.2 Communication Integration

The adoption of common protocols and guidelinesandigg communication between PALETTE
services plays a crucial role in the technicalgraéion. In PALETTE, developers made an agreement
on the usage of the Web Service methodology asdhenon way to provide functionality to other
tools and services. Thus, the Simple Object Acc®sstocol (SOAP) together with the
Representational State Transfer (REST) are the @omawcepted protocols for intercommunication
within PALETTE.

For each provided PALETTE service, developers aspansible to generate and publish a specific
service description that analyzes in detail allsjae ways to establish connection with them, and
invoke the available methods by passing the ap@i@pparameters. Parameters definitions are also
presented to the descriptions. These descriptisasnaainly in the format of Web Application
Description Language (WADL) and / or Web Services®#otion Language (WSDL).

Most of the messages being sent are in the forldMIf or simple attribute-value pairs. Apart from
the above communication guidelines, the additiorthef RSS protocol to provide data sources and
notification event lists has been agreed, as veetha usage of SMTP as a means to provide low cost
and ubiquitous (aka email) user interface Ul to s@@rvices.

3.2.3 Platform Integration

PALETTE developers are following the direction teds platform integration by designing and
implementing a Service Oriented Platform called B_ETTE Service Platform (PSP). However,
apart from the service orientation, there were asme ad-hoc pair-wise implementations of
interoperations between PALETTE services that @ @resented below.

The PALETTE Service Platform (PSP)

The PALETTE Service Platform focuses on the usthefPALETTE as an open infrastructure where
services and tasks can be defined, composed, audeenin a fully customizable way. In order to
reach this level of platform integration, PALETTEw@&lopers made an agreement about the notion of
the PALETTE Service, the architecture that will guide to the platforneation, and the methodology
that must be followed whenever a PALETTE serviggsteation, publication, discovery or invocation
action takes place.

Below, a brief description of PSP is given (a dethdescription can be found in D.IMP.04).

The PALETTE Service

The PALETTE Service Platform tries to provide ategrated mechanism for creating, handling and
using PALETTE Services. We consider PALETTE Servieee the fundamental entity of the
architecture. A PALETTE Service can be defined dittechnical perspective) as the entire set of
PALETTE software components that can be usefuCiaiPs. These include: web services, PALETTE
tools, Web applications and composite services.ridAfram the above, some external df Barty
services can also participate to the platform.

The Platform Architecture
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The PSP architecture is based on both a data mamsfehfiecture and a service oriented one. Its
fundamental modules are communicating with eachrotta REST or SOAP protocol. These modules
are (Figure 5):

» The Service Delivery: it provides a User Interface for Service Regigtrand Discovery and
a Visual Integrated Portal for accessing PALETTEvBes through widgets. Also, it includes
a Cross Awareness Knowledge Base (CAKB) for supmprawareness of activities within
CoPs.

» The PALETTE Service Registry Framework (PSRF): a Service Registry and Access and
Identity mechanism that allows the registrationblmation and discovery of service
descriptions. Service descriptions are in the foffXML according to an integrated service
description XML schema.

» The Service Orchestration: an engine that allows the creation of compositwices from

existing ones.
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Figure 5 - The overall architecture from a design prspective.

Using the PSP

Potential users of the proposed integrated platfarenhumans or software that can be facilitated by
the usage of the PALETTE services. They can besifiad to: end users, developers, PALETTE
Service Providers, PALETTE services and externgllisptions or Services.

Current status of the PSP devel opment

The common XML schema of the PALETTE service dedimm document is available at
[http://150.140.18.39:91/psrf/img/ServiceDescripehema.xsd]. The PSRF that includes Service
Registry and Access and Identity has been devel@yet became operational. This module is
available at [http://paletteregistry.cti.gr].
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The PALETTE Service Portal implements the w3c widgeecification draft with minor extensions.
This software is currently in beta version. Futwerk steps include the development of an inter-
widget communication subsystem enabling the creaifacomposite Web applications as a mashup of
PALETTE widgets, and the integration of a singignson feature. Regarding the CAKB, an RSS 1.0
extension has been specified. It permits to foltbevoperations made on documents in various Palette
services and acquire meta-data on these documaihttis meta-data is centralized in a Generis
knowledge base, which can be exploited by two melaysa REST Web service interface and by a
BayFac faceted search interface. For the end-iisean already be used as a meta-data based cross-
service search engine. Future work steps on the ECAKI cover the development of extended RSS
feeds on various Palette services, integration thighkeywords-based cross-service search engide, an
integration with a single-store repository.

The work on service composition/orchestration isphogress. After the initial study of current
implementations of engines, a Pi4ASOA compositiamiwork has been installed. Based on Pi4SOA,
the composition case of the “global-search-serweas$ tested.

Future work
Future work regarding PSP can be classified intw fifferent tasks:

* Finalization of the development of all remainingFP&ibsystems;

* Customization of the subsystems in order to ach@veoptimal level of communication
between them;

» Creation of the appropriate widgets for the Pq(fial each PALETTE service that is required
to be visually integrated);

* Filling of the PALETTE Registry through its Ul witthe PALETTE service description
documents for each of the available PALETTE sesrice

After the completion of the above tasks the PSPheilready to be used as an integrated platform for
both CoPs and PALETTE developers.

Ad-hoc, pair-wise combination of PALETTE services

Although the PALETTE project has adopted a cerzealiapproach to service integration via the
Palette service platform (PSP), for a number oérioperability examples an ad hoc integration
approach has been adopted. In the context ofritmbperability, the notion of ad hoc is useddfer

to the situation where two tools explicitly inteespte without being aware of the Palette service
platform and resolve all integration related iss(iesluding the semantics of operation and datag in
bilateral way. The basic reasons to adopt sudcidamoc approach are:

* Ease of implementation: Although powerful, PSP introduces overhead in diegelopment
process since all PALETTE services must comply whih adopted interfaces and guidelines.
Moreover, PSP is still under development which ently hinders developers to experiment
with PALETTE service interoperability. Adopting ad hoc interoperability approach lessens
the development efforts and aligns well with mettlodies of rapid prototyping of PALETTE
services.

» Tight integration between PALETTE servicesSince in an ad hoc approach no more than one
additional party is involved, semantic issues cardsolved in greater detail leading to more
usable services.

* No commitment: The ad hoc integration does not require commitntenta plethora of
guidelines, thus making integration efforts moeifble.
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Adopting an ad hoc integration approach has alsa@bmings, the most important one being that any
related integration decision is difficult to be geslized. The lack of a common framework harms
significantly the maintainability of the PALETTE rs&ces and makes the provided solutions prone to
errors.

Scenarios of the achieved experiments
Some interoperability examples that follow an ad Approach are presented below.

¢ e-Logbook« CoPe_it!

This scenario concerns how e-Logbook’s Context-Awdew is called from CoPe_it! and what can
be seen from this view as the user switches fromfooal element to another. A detailed description
of this p2p implementation can be found at D.MED.04

* e-Logbook« CoPe_it!: Transparent profile synchronization

Another scenario of interaction between CoPe_itl aaLogbook aims at satisfying the CoP
requirements of sharing identify and profile infation. In this scenario, users will not have tbtfie
same profile information more than once. Furthegslementation details of this example can be found
in Appendix A.

¢ SweetWiki «— CoPe_it!

The overall goal of this integration effort is togenent existing services of CoPe_it! by utilizitng t
ontologies (and basic KM services) that have beeweldped in the context of PALETTE. In
particular, future releases of CoPe_it! will pertfie annotation of individual resources found & it
collaboration workspaces by CoP members (as welinastation of entire workspaces), in order to
explicate the role these resources play withinptbdlem domain. Further implementation details of
this example can be also found in Appendix A.

¢ Amaya < SweetWiki

Interoperability methods between Amaya (v10) an@&w¥iki can be used in order to support on-line
editing of information resources in different codge by both tools. Experiments towards this

particular scenario were took place by both invdlpartners. For this scenario, a unique referencing
mechanism through URIs, together with some impottines were developed in order to support
downloading from and uploading to SweetWiki. Furttietails can be found at D.INF.05.

Futurework

Concerning the aforementioned examples, develogergocusing on the completion of the ad-hoc
modifications in order to provide stable bindingstviieen the associated tools. However, all the
scenarios above are being re-examined towardsceenvientation in the context of PSP. Future work
may be required in case that another specificopnation scenario requires ad-hoc implementation.

3.2.4 Presentation Integration

The presentation integration aims at increasingpéireeived continuity between services when they
are manipulated at close time interval, or whery taee combined to perform integrated actions.
Examples of combination include the user searcfingn activity in e-Logbook tagged with the same
keywords which are used to tag the SweetWiki pagascurrently viewing.

The definition of guidelines for homogeneous usegerfaces, as proposed in D.IMP.04, is a way to
create a consistent user experience when navigiitngone service to another. This is a basic form
of presentation integration that must be done imjwtction with usability recommendations as the
visual style, visual layout and graphical behavicomtribute to the usability of the applications.
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The second form of presentation integration thahese started to investigate is the visual integnat

of several user interfaces into the same screerespéis can be achieved by using different methods
that will be described in a future deliverable ({@H.06). In summary, there are two main approaches
which have some overlaps. The first approach isrdralized approach. It is based oRaital, which

is a dedicated interactive service specificallyigiesd as a container for visually integrating some
miniaturized versions of subsets or of full intéhae services, into the same window. The second
approach is a distributed approach. It is basethemprovision of specific pieces of user interfaites

can be embedded into existing services, to comthiam with one or more external services. Both
approaches allow the visually integrated servicetteract together. For instance, one service can
provide data to the other service. This requiresesimtegration beyond the presentation layer, &vesh
data or to export functionalities directly from hiit the browser rendering the user interfaces.

Future Work

The presentation integration solutions suggest sewadutions of the Portal container API and the
widget API that we have started to investigate d¢gheill be described in D.IMP.06). Currently, the
following directions are considered as the mostnpsing ones to open up innovative visual
integration instruments:

» following an approach similar to the JavaScripte@li Library for Facebook (URL: JCL),
which allows to create a runtime environment tocexe Facebook widgets in any application,
we could imagine a solution to allow Portal widgetde embedded into any PALETTE Web
application. This would augment the motivation teate Portal widgets as they could be then
reused in pairwise integration scenarios.

» the visual integration by itself is not sufficieiot allow complex interaction between widgets
or between a widget and its container applicatibns, we plan to study some possible client-
side inter-widget communication protocols that veballow to facilitate the construction of
client-side mashups.

Another ongoing work that will be described in DPM)6 concerns the functional integration of the
notification services. We are currently studying gossibilities to provide notification transpayérs
through the Cross Awareness Knowledge Base.

3.3 Providing support/fundamental services for integraton according to generic
scenarios

This section describes proposed solutions aboutsthpporting of the four support/fundamental
services for integration (i.e. global “cross-tos€arch, single sign-on, single store, and notificabf
events) within the PALETTE project. The implemeitatfor each given solution has already started
and will be completed in the context of WP5.

3.3.1 Global “cross-tool” Search

Composite service «Global Search Tool» principles

The Global Search Tool is a composite service, Wwlaggregates individual search Web services
(SOAP or REST) provided by some PALETTE serviceacts as a query dispatcher to these services,
allowing a single access to data and informatiordlead by different PALETTE services.

This case of composite service has been usedttthteslifferent manners of making a composition,
and in particular to make a decision concerningrétevancy of using composition frameworks and a
composition engine in the PALETTE context. Two lsraf approaches have been tested:
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» adirect implementation coded in PHP, and
» achoreography implementation based on PI4SOA (URE)

I dentified search services
The following list presents identified PALETTE sims providing a search function:

» CoPe_it! (more information ihttp://copeit.cti.gr/site/doc.htth(URL: MEDQ9)
* e-Logbook (more information inttp://copeit.cti.gr/site/doc.htn{URL: MEDQ9)
* Corese/SeWeSe

* BayFac
* PALETTE Learning Platform (AnaXagora-LMS)

As summarized in the table below, only three PALETServices have been actually used for the
implementation test, as the others were not yetsmible or available during the test.
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PALETTE Existing WS Web service implemented in Search Engine
Service
e-Logbook | Query for activities list: returns activities for the | Creation of a Web service in the search engine
(REST ws) | authenticated actor (hame, description, ID and | (entry: keywords, output: list of activities, asset
member actor and roles): and deliverables in RSS format
http://e-Logbook.epfl.ch/spaces.xml As for the moment the search Web service isn’
Query for assets list:returns deliverables for the | implemented on e-Logbook, this Web service (pn
authenticated actor (name, description, ID, the search-engine) firstly queries the list of
submission deadline, validation deadline, and theactivities, assets and deliverables for the
parent activity): authenticated user (authentication is realized
http://e-Logbook.epfl.ch/assets.xml directly in the Web service, with test credentials)
Query for deliverables list: returns deliverables | and secondly tests if the found elements
for the authenticated actor (name, description, ID,correspond to keywords (according to their label
submission deadline, validation deadline, and theand description).
parent activity):
http://e-Logbook.epfl.ch/deliverables.xml
BayFac Search Web service: Creation of a Web service in the search-engine
(REST ws) | Input: list of keywords, “,” separated, taking as entry the list of keywords (“;"
Output: list of URI of found instances separated), and returning in RSS feeds the list of
Web service address: found instances.
http://citi-efficient2/generic/index.php As the keywords search Web service returns a|list
Irest/fs/Document/instance/?keywords=a,b of URI of found instances on BayFac, this Web
service (on the search-engine) also searches for
detailed information of the found instances in
order to output a complete RSS feed (with title,
description and link of found instances).
PALETTE Search Web service: Nothing had to be added in the search engine,
Learning Input: except the Web service call.
Platform » Title: search realized on the module titlg
(SOAP ws) e Author: search on the author’'s name
» Keywords: keyword search realized on
the module title, chapters titles, module’s
keywords and description
Output:
* Return: an xml formatted string
containing for each module found its title,
description and link
WSDL:
http://www.anaxagora.tudor.lu/PALETTE/LCMS
Web service/ws PALETTE.php?wsd|
CoPe _it! Search Web service: The Web service didn't work at the moment of the
Input: a matching string (query) and a set of implementation and so isn’t used yet in the search
parameter options. engine.
Output: for each matching resource, its unique
identification, along with its title is returned.
Exception: Exception is thrown if parameter
options are not in a valid form.
Corese / SPARQL Web service: The Web service didn't work at the moment of the
SeWeSe Input: sparglQuery is a string containing a implementation and so isn’t used yet in the search

SPARQL query
Output: a string in SPARQL format
Exception:
* EngineNotFoundException thrown wher
enginelD does not denote an engine
* MarlformedQuery thrown when the quer
does not correspond to the SPARQL
format
* QueryRequestRefused thrown if the

engine.

engine cannot respond to the query
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Service structure

Figure 6 illustrates the structure of the servicat thas been implemented, which has the following
interface:

* Input: list of keywords, “;” separated,

» Output: an RSS channel, which has the following format

<rss version="2.0">
<channel>
<title/>
<description/>
<link/>
<item>
<title/>
<description/>
<link/>
</item>
</channel>
</rss>

The choices of input and output format have beedema an ad-hoc manner, as the purpose was to
test a composition implementation, and there werespecific constraints. The three Web services
used are those of e-Logbook, BayFac and the PALETL&&rning Platform. They are called in
parallel.

keywards
eloghook search BayFac search PLF (*) search
groupSearch
arrayToRES
) Palette Learning Platform
RSS feeds

Figure 6 - Search Engine scenario

Direct implementation

According to the current state of the PALETTE seesi used, the implementation of the composite
service implies calls to different functions to gle¢ wanted description of items retrieved from the
keyword request. Whatever the method used to cthateomposite service, be it manual or using a
composition framework, the different steps detaitefligure 7 are necessary.
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CLOgbOOk Get $elogbook_url. activities
Replaced later by the Step1: Authentication + € Get $elogbook_url. assets

eLogbook search Get $elogbook_wil. deliverables

service not existing vet
Step 2: Manual search on ws results

Step3: Adaptation to a common structure

BayFac
Step 1: Authentication + Get $BayFac_url. keywords

Step 2: Foreach Instance(Authentication + Get $BayFac_url.instance_url)

Step 3: Adaptation to a common structure

Palette Learning Platform
Step 1: SOAP_Call(search)

Step 2: [Adaptation to a common structure]

Figure 7 - Search Engine implementation model

e-Logbook and BayFac are both REST-oriented andinee@n authentication. e-Logbook requires the

call of three REST services, and then a manuatkean its results (until the search REST service is
developed). BayFac requires the call of one RESVis®e to get the classified items instances

containing the keywords, and then another call BEST service for each one found. The PALETTE

Learning Platform requires a unique SOAP call todfithe results corresponding to the wanted
keywords. For each PALETTE service, an adaptattep sf the returned results is necessary since
each one uses its own vocabulary and structure.

The implementation of this rather simple example highlighted three main issues:

e Authentication for service access;
» Heterogeneity of vocabularies and structure usedtimned information;

* The number of different services calls to the s8AEETTE service, required to obtain the
requested information.

Concerning authentication, two Web services recair@uthentication, but are not based on the same
user database. So each Web service has to be eatredlifferent credentials. At the moment, the
retained solution consists in making the authettinawith test credentials directly in the Web seev
call, and not via the proposed graphical interfades problem will disappear when the single sign-o
will be available.

The second problem concerns the differences orclsgasult XML formats. The examples below
show the different outputs obtained respectivelyfhwe-Logbook, BayFac, and the PALETTE
Learning Platform.
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e- <assets>
<asset>
LOgbOOk <id>137</id>
(assets) <name>Soleil Vert</name>
<description>
<p>Voici la liste des participants &agrave; la CoP Soleil Vert </p>...

</description>
<right>reader</right>
</asset>

</assets>

BayFac <instances>
<instance>

http://citi-

efficient2/generic/index.php/rest/fs/Document/insta nce/pinst:i1189084074088402600
</instance>

</instances>

And then:

<instance>
<label>test</label>
<comment/>
<postDate>06/09/07</postDate>
<hasPath>../../Juploads/Facette.ppt</hasPath>
<hasURI/>
<classificationState>Classified</classificationStat e>
<facetVector/>

</instance>

PALETTE <rss version="2.0">

<channel>

Leammg <tittle>PALETTE Learning Platform</title>
Platform |description>The RSS feeds proposes you a list of cu rrent PALETTE modules
corresponding the search results</ description>
<link>http://www.anaxagora.tudor.lu/PALETTE/</link>
<item>

<title>CoP's day</title>
<description></description>

<link>http://lcms.anaxagora.tudor.lu/PALETTE/LCMS/d escription/detail_28.php
</ link>
<fitem>
</channel>
</ rss>

Each result is in XML format, but the schemas affeidnt. We face here a classical interoperability
problem, where vocabularies and structure of infdirom need to be adapted to a single common
format. In the test implementation, we have chd®88, which is a totally ad-hoc choice.

The third problem concerns the number of stepsetodalized in order to get the information the
composite search service is supposed to providec&ning e-Logbook, we first needed to find
activities, assets and deliverables, and thenzesalifull-text search on results. e-Logbook wibhpose
soon a search Web service that will simplify tharsk realization. BayFac needs two steps to fiaaliz
a search: firstly find instances corresponding @gvkords, and secondly identify the information for
those instances. The PALETTE Learning Platform ireguonly one step, which is the call of the
SOAP service. Yet, it only requires one step bezdhs output format corresponds to the temporary
chosen output format (RSS). We face here a gratypoblem: search Web services provided by the
different PALETTE services do not necessarily neturformation with the same level of details.
Functions of PALETTE services provided as Web sewhave not the same level of granularity, thus
implying that calls to multiple Web services cannegessary on a PALETTE service A while a single
call is needed for a PALETTE service B.
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Palette search engine

Keywords (";"" separated) elogbooi; test:essal

Results for kevwords: eLogbook;test;essai
Title Description Source
CoP’s day Palette Learning Platform
. Please go throw the assets posied on this activity. .
Introduction o eLoghook They will irtroduce you to the eLoghook. eLogBook activity

eLoghook papers eLogzBook activity

tester eLoghook pour 1'utiliser dans Internal

testing eLoghook for PaletteFribourg eLogBook activity

training
doc test:logo sweetwiki logo sweetwiki eLogBook asset
eLoghook email inierface eLogBook asset
Cetting 5 ’l The attached document will introduce you to the eLozBook asset
Getting Started eLoghook £L02700% assel

Ce test porie sur la création et la gestion d'un s

& Livreal Z

Test1 2 le eLogBook deliverahle
esgai ok BayFac instances
test BayFac instances

Figure 8 - Search Engine prototype

Prototype interface

A prototype interface has been implemented in otdgropose a search-engine service accessible by
an end-user and provide a simple illustration ef dlatput (Figure 8). Though it is a simple Web page
displaying the content of the RSS output, it cduddle been implemented as a widget to be put in the
PALETTE Portal.

Implementation with PI4SOA

In order to realize the implementation in Pi4SO/A kave chosen to build three SOAP Web services
to encapsulate the different php functions defimethe direct implementation (see Figure 7). This
step was necessary as Pi4SOA is based on WS-CDthwéquires WSDL descriptions of services to
call and only manages SOAP services. To actuallienthe composite service, we had to create
choreography in Pi4SOA. This is done in three stegsch we sketch in the following: firstly, the
specification of roles and relationships specifaat secondly the base types’ definition, and final
the choreography flows representation.

Roles and relationships specification

This step enables one to identify the differenesoand relationships within the choreography. The
relationship will be associated with service cadisd the source and destination roles associatidd wi
this relationship. In our case;Logbook, BayFac, and thePALETTE Learning Platform are each
represented as a role. Then the search enginevba®sles, which we nameskarch engine grouping
andsearch engine merging. This was necessary since a service is called witieé search engine: the
PALETTE services results merging.

The relationships are:
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* e-Logbook searches between the relésgbook andsearch engine grouping
» BayFac searches between the r@ag-ac andsearch engine grouping

* The PALETTE Learning Platform searches betweenroles PALETTE Learning Platform
andsearch engine grouping

» Searching merging between the radear ch engine grouping andsearch engine merging

Each role has an associated behaviour, which larksnterface (generally WSDL) with it. Each
participant will have its own WSDL. Knowing thatxaept for the search engine which is associated
with the rolessearch engine grouping andsearch engine merging, all roles are associated with a single
participant, we thus have four WSDLs: e-LogbooBsyFac’s, PALETTE Learning Platform’s and
the search engine’s (Figure 9).

i PalettaLearniniPIatFol

4?..“' PalettelearningPlat]

PalettelearningPlatformSearch| i
// E:“' BayFacBehaviour
/
//
4

S
i SearchEnﬁ\neGrouﬁin

‘:" SearchEngineBeha

lobalSearch)

4 Etoasody

E_,:‘ elogBookBehaviour

i SearchEniineMeriina

= SearchEngineSearc

Figure 9 - Pi4SOA - Roles and Relationships

Base types definition
This part, which we do not describe in detail heeflects the WS-CDL format. Several WS-CDL
components need to be specified, such as:

* Name spaces;

» Participant types, representing an organizationalassuming one or more role types;

* Role types, defined in the roles and relationspans;

* Relationship types, defined also in the roles atationships part;

* Channel types, communication paths between roles;

» Information types, used to abstract a type defingifor use within other elements of the
choreography;
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* Token, an alias for a piece of information of atjgatar type;

» Token locators, a mean of obtaining a piece ofrinfdion aliased by a token.

Choreography flows representation

This Pi4SOA framework allows us to design the chgraphy flow. The first step of the
choreography specifies that the e-Logbook, BayRacRALETTE Learning Platform searches will be
realized in parallel, followed by the call of theasch engine merging service. Each of those element
represents interactions. Let’'s take as exampleethegbook search interaction: it will be associated
with a channel representing the communication pativeen e-Logbook and the search engine; this
channel will indicate the name of the service tachied (with an exchange element). The exchange
element represents the message format, with the Bupd output of the service. Each interaction is
formatted in the same way.

D [SearchEnginechorengraph

O

& [{Parallsl
’\. t. ’\. F‘aletteLearninﬁPlatForm
= elogbookExchange =+ hayFacExchange = palettelearningPlat
’\. eLogbookSearch ’\.. BayFacSearch ’\.<EPaIetteLearnin§PIatFnr
% < {Parallel

Y., [szarchEnging>

—F searchExchange

4., <JszarchEngne]

_

|3 <JSearchEngineCharengraphy]

Figure 10 - Pi4SOA — Choreography flows

The first thing we have observed is that the seanbine case is not well adapted for an
implementation as choreography. Indeed, choreogragiould represent different participants
exchanging information, while in our case we gébrimation from several services and give a result
back to the user. Finally, we did not yet succeedising the WS-CDL execution engine of the
P14SOA framework. Regarding the time spent andliffieulties inherent to the appropriation of WS-

CDL, this investigation path has been stopped. Evéin comprehensible guidelines explaining how
to use Pi4SOA or writing directly a WS-CDL scrig implement Web services composition, the
developers still will have to understand the unded concepts of WS-CDL and the way it works. In
the current context of PALETTE and the interactiongestigated between existing PALETTE

services, multi-party conversation, which is theegarinciple of WS-CDL, is clearly out of the scope

Conclusions

Starting from the example of a global search tedijch is one of the three identified composite
services that CoPs require, we have experiencddrbanhual programming and the use of the PI4SOA
framework. Compared to the time spent for manuatgram the service, it has appeared that using
PI4SOA is counter-productive. There are differeedsons for that. First, the lack of a proper
documentation makes it difficult and time-costlynaster. Second, using this framework requires a
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deep understanding of WS-CDL, as its interfaceoially reflecting it. Finally, contrary to what we
thought when this framework has been selected;sthmport for REST services is not achieved.
Thus,when SOAP services are not available, additiovork is needed because calls have to be
encapsulated in SOAP Web services.

We have not tested the implementation of the glebatch tool with the JOpera framework. Though it
would probably have been more adapted as it supREST calls and allows orchestration-oriented
composition, the experience with Pi4SOA and mapuadiramming has shown that - most probably -
using a complex framework will not provide benefitegarding the simple composition needs in
PALETTE. Moreover, we face the same problem as WithSOA concerning the lack of proper

documentation.

A composition tool could be necessary in the cdse @amplex composition, which is not the case in
the PALETTE context. Indeed, it has been much fastelevelop in PHP the global cross-tool search
than to try to implement it with Pi4SOA. To condiydsince manual programming seems a simpler
and more efficient solution, the alternative pragmbsn D.IMP.04 with composition at the user
interface level with mashups will be adopted. Hue hext releases of the PALETTE framework,
composition will be considered at the later lewellie PALETTE portal using the widgets.

3.3.2 Single Sign-On through Portal

Introduction

The PALETTE project consists of a humber of PALET3é&tvices. Each service has its individual
authentication system. Single Sign-On aims to allmeh user to access multiple heterogeneous
applications with single identity. Single Sign-Omables each user to login to an application onoe, a
then be able to access a set of applications.

Figure 11 illustrates a generic Single Sign-Onguok There is an identity provider that considta o
Single Sign-On service and an identity repositdiky.use Single Sign-On, a user needs to first regist
to the identity provider for a Single Sign-On idgntFor each session afterwards, in the first tene
user login to a Web service, he/she needs to requesuthentication proxy from the Single Sign-On
service for authentication. After the first timbetuser can use the authentication proxy to altiatet
with Web service directly (thus step 2 can be skf)pand he/she does not need to login by his/her
login name and password.

Identity provider

SSO Identity
Service |repository

2. Authentication

Client

4. Validate authentication proxy

1. Request service

Web Web

3. Send

user authentication proxy SEI’VI ce

lS. Initialize service

6. Invoke service Ba.Ckend

Service

Service provider

Figure 11 - Generic Single Sign-On protocol.
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The benefit of Single Sign-On is obvious: it redudhe troublesome of multiple manually login.
Dunne (2003) has discussed the advantages and/digades of Single Sign-On:

Advantages

* Improved user productivity: Users are no longerdgeatjdown by multiple logins and they are
not required to remember multiple IDs and passwords

» Improved developer productivity: Single Sign-On \pdes developers with a common
authentication framework. In fact, if the Singleg®iOn mechanism is independent, then
developers don't have to worry about authentica@brell. They can assume that once a
request for an application is accompanied by anasee, then authentication has already
taken place.

« Simplified administration: When applications pagate in a Single Sign-On protocol, the
administration burden of managing user accounsniplified. The degree of simplification
depends on the applications since Single Sign-Oly deals with authentication. So,
applications may still require user-specific attitéds (such as access privileges) to be set up.

Disadvantages

» Unattended desktop: Implementing Single Sign-Omiced some security risks, but increases
others. For example, a malicious user could gaiesgto a user’s resources if the user walks
away from his/her machine and leaves it loggedlthough this is a problem with security in
general, it is worse with Single Sign-On becaukawthorized resources are compromised. At
least with multiple logons, the user may only bgged into one system at the time and so
only one resource is compromised.

» Single point of attack: With Single Sign-On, a $@gentral authentication service is used by
all applications. This is an attractive targetliackers who may decide to carry out a denial of
service attack.

Single Sign-On solutions
Today, the two most popular Single Sign-On solwgiare OpenID and Shibboleth.

OpenlID is an open, decentralized, free framework for -gseitric digital identity. OpenID takes
advantage of already existing internet technolagigl( HTTP, SSL, Diffie-Hellman) and realizes that
people are already creating identities for themeselhether it be at their blog, photostream, peofil
page, etc. With OpenlID, one can easily transform ainthese existing URIs into an account which
can be used at sites which support OpenlID logi@uofed from OpenlD official Website
[Ref:OpenlD])

Shibboleth is standards-based, open source middleware seftwaich provides Web Single Sign-On
across or within organizational boundaries. It\aiosites to make informed authorization decisions
for individual access of protected online resourites® privacy-preserving manner. (Quoted from
Shibboleth official Website [Ref:Shibboleth])

The major difference between them is that OpenilDretuires users to login to every Websites while
Shibboleth does not. Another difference is that i@peis a pure identity management framework
while Shibboleth is an attribute-based frameworkerEfore, OpenlD allows simpler deployment,
while Shibboleth can support authorization throaghbutes.

Related technology: OAuth

The OAuth protocol enables Websites or applicatifdsnsumers) to access Protected Resources
from a Web service (Service Provider) via an APRthaut requiring Users to disclose their Service
Provider credentials to the Consumers. More gelyer@lAuth creates a freely-implementable and
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generic methodology for API authentication. An ep&nuse case is allowing printing service
printer.example.com (the Consumer), to access tgriphotos stored on photos.example.net (the
Service Provider) without requiring Users to pravidheir photos.example.net credentials to
printer.example.com. (Quoted from OAuth specifizasi [Ref:OAuth])

Simply speaking, OAuth is an open protocol for BEto-service authentication and authorization. It
enables users to delegate applications to access gmtected resources stored in other Web services
Many application portals provide similar functiotials by themselves. Google’s AuthSub and
Yahoo's BBAuth are two examples. OAuth is not ag&nSign-On solution. It is also not an
alternative to Single Sign-On. In fact, OAuth anthgie Sign-On are complimentary. We take
combination of OpenlID and OAuth as an example. \@igenID, users only need to remember single
credential when they use OAuth to delegate acdgbssrto applications. On the other hand, with
OAuth, users have more opportunities to use th@enID credentials. This example can also be
applicable on PALETTE project.

Single Sign-On solutions for PALETTE project

We will look into two approaches of Single Sign-8ulutions for PALETTE project. The first option
is to deploy the OpenID framework; the second opti® to build a centralized authentication
framework on the PALETTE portal.

Approach 1: Deploy Openl D authentication framework

The popularity of OpenID grows very fast in recgaars. Nowadays there are many OpenlID-enabled
Websites [Ref:OpenlD_Dir]. Having an OpenlID, a usan login to any OpenlID-enabled site with
single username and password. The easy deployrh@yem|D is probably an important factor to its
popularity. There are many public OpenID providergilable [Ref:OpenID_IdP]. To become
OpeniD-enabled, Web applications can simply inst@benID consumer libraries to deploy
authentication services from the OpenID providers.

The feasibility of OpenID authentication framewaskproved through its successful deployment by
numerous Web applications. Since PALETTE serviaesadl Web applications, OpenlID is also a
feasible Single Sign-On solution for PALETTE prdjec

Figure 12 illustrate an overview of OpenlID protofieef:OpenID_Spec]. First, the end user initiates
authentication by presenting a user-supplied iflentio the Web application (OpenlD consumer) via
the user's user agent. Second, the OpenID consyredorms discovery on the identifier for
destination OpenlD provider. Third, the OpenID aansr and the provider establish a shared secret
using Diffle-Hellman Key Exchange for message Veaifon. Fourth, the consumer redirects the user
to the provider. Fifth, the user’s user agent sendkentication request to the OpenlID providerttsix
the OpenlD provider redirects the user back to@penID consumer with either an assertion that
“authentication is approved” or a message thathewtication failed”. Finally, the user’'s user agent
sends the result to the OpenlID consumer, and th&ucoer verifies the information.

5. User logs into Provider

OpenlID Provider

6. Redirect to Consumer

3. Generate shared secret

User
(User 2. Discover Provider

Agent) 1. User posts OpenlD URL

4. Redirect to OpenlID Provider

Web Application
7. Post result of Login (OpenlD Consumer)

Figure 12 - Overview of OpenID protocol.
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Requirements of deployment of OpenlD

In the PALETTE project, to deploy the OpenID autiieation framework, the PALETTE services
will be OpenID consumers. In order to maintain toatrol of registration of membership of users in
the PALETTE project, PALETTE project can choose bwild its own OpenID provider. The

followings are the requirements of deployment ofe@p [Ref:OpenID_Recipe] in PALETTE

project.

Portal needs to build:
* An OpenlID identity server (OpenID provider)

PALETTE services need to build:
* A‘“new database table” to map OpenlDs to interisair uDs.
« A small bit of OpenlID Ul on “registration page” faew users.
* A small bit of OpenID Ul on “sign-in page” for exisg users.
* Program codes to support login through OpeniD.

Procedure of deployment

How to build an OpenlD identity server

There are many software packages for OpenID idesgtver implementation. They are listed in
[Ref:OpenID_Server]. The packages are coded irrdifft languages, e.g., PHP, Java, and Python. In
addition, some packages provide other functiomslitother than OpenID authentication. Select a
suitable software package; then follow its guidediior installation and configuration. Finally tés¢
server through OpenlD-enabled Websites.

How the PALETTE services should deploy OpenID
The following is a brief implementation procedusesed on [Ref:OpenlD_Recipe].

1. Install OpenlD consumer library.
There are many OpenlD consumer libraries availatihey are listed in [Ref:OpenlD_Lib]. The
libraries are also coded in different languagete@ea suitable library; then follow its guidelines
for installation and configuration.
2. Create a new OpenlD database table.
This table will be a global registry to look up tséy OpenlD. It's a many-to-one relationship.
Each user can have multiple OpenIDs attached io &lceount, but a given OpenID can only be
claimed by a single user.
3. Add OpenlID Ul to “registration page”.
Add a section to registration page where OpenlDsusan sign up using their OpeniD. The Ul
goal should be that OpenID users can easily idetitét the site supports OpeniD, but that users
without OpenlID can continue to register normallyheut being confused.
4. Add OpenID Ul to “sign-in page”.
Add a section to sign-in page where OpenlD usenss@n in using their OpenlD. This will work
both for existing users of your site that havedhtéal an OpenlID to their account and new users,
who will be able to sign up using their OpenID.
5. Create a new OpenlD login Web page / CGl
The login Web page needs to:

i. Look up whether the OpenlID entered already beldogm existing user on

the site,
ii. Redirect to the OpenID provider (using an Openldiy) so the user can
authenticate,
iii. Handle the response from the user’s OpenlID proyider
iv. Verify the response (using an OpenlD library).
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Approach 2: Build centralized authentication framework on Portal

Although OpenlD is simple and feasible as a Sir®jg-On solution, we may want to have a tailor-
made Single Sign-On solution for PALETTE projector Fexample, a tailor-made centralized
authentication framework may integrate authentcatimanagement, profile management,
authorization management, and API authenticatigurE 13 illustrates the example.

Centralized authentication framework

Centralized authentication service Centralized repository
Authentication Identity
Users manager repository
Profile Brofi
|__J| manager rotie
\<Neb applicaﬂons) —T | Authorization|| [ Lrepository
Service providers
I manager Policy
N repository
Web applications API
(Service consumers)| authentication

Figure 13 - Centralized authentication framework

This approach has several advantages. First, siveceisers’ information is placed in a centralized
repository, the problem of data portability betwedfeb applications is erased. Second, since
information of users from different Web applicasois placed together, it is easier to support $ocia
interaction functionalities for the community. Tdhir since the authentication, profile, and
authorization management services are integratedl atithentication framework can support fine-
grained access control.

On the other hand, this approach has several disgalyes. First, the centralized repository becomes
the single point of attack. Second, flexibility oéntralized framework is low. Third, a tailor-made
framework requires more development effort to bitgcbwn software package.

Requirements of building a centralized authentication framework on PALETTE Portal

To build a centralized authentication frameworlet@ble Single Sign-On, the PALETTE Portal and
PALETTE services need to fulfill the following basiequirements.

Portal needs to build:

» Authentication management service

» This service is used to support authenticationus@rs to access PALETTE services. Popular
authentication mechanisms include Kerberos, SANd, IATTP Digest.

» |dentity repository

* Identity repository is the database for storagenagament, and query of identity data. An
identity repository usually is a LDAP databaseaeational database.

» API authentication (optional)

* API authentication allows users to delegate a PALETservice to access protected data
stored on another PALETTE service. OAuth is an agiandard for this purpose. This service
is optional because it is not directly related itogle Sign-On.

PALETTE services need to build
* A*new database table” to map “centralized ideesitito internal user IDs.
* A small bit of “centralized authentication” Ul onegistration page” for new users.
« A small bit of “centralized authentication” Ul osifjn-in page” for existing users.
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* Program codes to support login through “centraliaethentication”.

Summary

Single Sign-On aims to allow users to login to ategn only one time, such that they do not need to
login again to use the tools in the system. It ie@hnique that provides convenience to users. In
PALETTE project, the PALETTE services are run iffedent security domains. By deployment of
Single Sign-On, PALETTE users can access to theBFAIE services as if they are in the same
domain.

OpenlD is a simple and popular Single Sign-On satutlt enables users to login to OpenlD-enabled
Websites with single credential, although the usgilsneed to login to each Website. OAuth is an
open protocol aimed for users to delegate appticatio access protected data stored in other Web
applications. It is a technique that is useful &thentication between applications. OpenID and
OAuth can be deployed independently.

To deploy Single Sign-On through Portal in PALETp®ject, we have looked into two approaches.
The first approach is to deploy OpenlID. This apphos simple and fast as the feasibility of OpenID
is proved by its deployment by numerous Websitée Jecond approach is to build a tailor-made
centralized authentication framework. Although mefiert is required for design and development, it
is possible for this approach to enhance Singlen-8ig through integration of authorization and

profile management. Considering the schedule of PRLE project, the OpenlD approach is the most
preferable one.

3.3.3 Common Resource Repository (CRR)

Introduction

In several PALETTE services (such as CoPe _it!, udR, e-LogBook and SweetWiki), users have
the possibility to import some resources (imagesudnents) that will be either consumed to create
new resources (DocReuse), or that will be refermceembedded into new resources (all the others).
To implement this kind of functionality, all thecwémentioned PALETTE services have developed
their internal repository where they put the impdrtesources or a copy of them.

A basic integration scenario is to support theigbibr PALETTE services to archive resources and
make them retrievable from within various PALETT&n4ces. This implies that resources must be
able to be reused (a) within a particular Servéee] (b) across PALETTE Services. In that caseea us
will have to upload a resource in a “Common ReselrRepository” (CRR) service. Then, each time
s/he needs it in the same or in another PALETTRi&ers/he could have the opportunity to find it
from the CRR. This is called the “single store sc@f.

Single Store Solution

Single store solution can be applied by followindistributed architecture for p2p repository system
or a centralized one. While the former has the athges of the maximum up-time operation period,
minimized possibilities of crashing, high performanretc, the later is characterized by easiness of
development and use. In the context of PALETTE thigracteristic seems crucial since the diversity
of the existing methodologies and tools has alrdadg us to a high level of complication from both
interoperation and integration perspectives. Funtbee a variety of centralized repositories of
resources such as rapidshare [http://rapidshard.eod bscw server [https://bscw.ercim.org/] alnead
operate and have gain high acceptance in the Vb ar

Following the centralized architecture, there dmed important points that have to be addressed for
the implementation of the single store functiowyalit
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» The definition of the resource schema.
* The development of the Common Resource Repository.

* The integration of the CRR client mechanism witl #xisting PALETTE services in order to
achieve native support for storing and retreatihigesources.

The resource schema

Apart from the content of each resource it necgseairthe server to allow a set of extra attribuies

be stored as well. These attributes may carrymfotration about the resource unique id, a resource
unigue name, the mime-type, the creator PALETTRiser the submission and modification dates,
etc. Thus, it will possible for each client to g&fiormed about the resource details before imgdd i
the requestor’s service or application. The desifyja complete schema for the resources within the
context of PALETTE is one of the future goals of SVP

The Common Resource Repository

The Common Resource Repository will be respondiirestoring resources into an internal storage
space and for retrieving them. This service witdns to REST or SOAP formed requests from the
requestors. Furthermore, some resource managenethoads for administrating purposes will allow
the repository administrator to monitor the statfithe repository and maintenance the whole service

A critical specification that the repository shoglapport is the referencing and addressing meatmanis
for resources. The referencing mechanism allowssparent access to any resource by simply
specifying either the globally unique identificatiof the resource or the resource’s name. The
difference between resource identification andussmname is that while the former is automatically
generated, the latter is user-chosen (it is pralidye the user during the storage of resources). In
addition, for each stored resource in the stordgeep the service may provide a unique URL from
which requestors can download the resource ordbeurce’s content file through a simple http get
request. This can be used aiming at providing adiing capabilities to requestors.

Modifications on client-side

In order to integrate the single store functioyaliith some PALETTE services, it is necessary for
these PALETTE services to natively support the égagimn of both “store” and “retrieve” methods to
and from the CRR. This will require some modifioa on these PALETTE services and perhaps the
addition of new save and load options in their &isiser environment.

Implementation Example: CoPe it! Object Repository

As described in D.MED.09, CoPe_it! will provide abject repository for storing and retrieving
resources together with a set of resources’ ddgmmipnetadata. The repository will support all
popular content-types from text, pdf and MS Wordinmages and video. In this service, both
addressing and referencing mechanisms will be deddu The next step for the application of the
particular service is to customize some PALETTE/ises and try to store and retrieve files or other
content to and from CoPe_it! Object Repository. Ténefinition of the resource description metadata
also plays an important role. However, the choaretlie particular storage service has not yet made
and it is possible to use one or more alterna@fies a collaborative decision.

Issues for further investigation

The existence of a common place where everybodyuatand get blobs of information may highlight
interesting issues for discussion between theqpaints:

1. Authentication and authorization: many of the free Web storage servers are offetiigg
content without looking for credentials. In theseses it is important for the requestor to know
the unique id or name of the resource, or to thgeeJRL that points to that resource.
However, many servers provide secure access tousb€s resources and requires user
authentication before storing or retrieving resesrcin the context of PALETTE where
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common repository may play a shared space’s rdle techniques can be acceptable, but the
first one seems quick and simple.

2. Browsing and navigation capabilities inside the repository: This functionality is usually
coming together with the first issue. The free athantication services are based on the
existence of a unique address for each resourdethanefore they do not support this kind of
functionality. In this way, it is not possible tovioke operations such as “open repository” or
“view contents of...". On the contrary, servers teapport access and identity mechanisms
can also create storing structures with folders @uftfolders and can allow views of specific
groups of resources. Nevertheless, some hybriémgswith partially support for both access
control and resource browsing are under considerati

3. Implementation of a service Ul in the context of PALETTE: Although PALETTE services that
want to use the particular service may proceechéoaddition of the native support of the
service, some other PALETTE services may not irtiegthis functionality. Furthermore,
users that are not using any of these PALETTE sesvinay want to have access to one or
more resources into the repository. This, pointstba possibility of the development of a
Web based Ul for the service that can serve regudeststoring or retrieving resources direct
from users by a simple and user friendly Web form.

3.3.4 Notification of Events

This fundamental service provides the ability te tioPs members to be notified when a list of
selected actions are taking place within the PALEBErvices. The entire set of selected actions for
notification is depending on the needs of each &udPwill be defined in the next steps of the projec
The notification procedure will be mainly basedthe cooperation between PALETTE services and
the Cross Awareness Knowledge Base (CAKB). A maailbd description of this service will be
provided in D.IMP.06 (due in M26).

3.4 Future work

The remaining work towards technical integratiomsiat the completion of the development of the
software components as well as the appliance otiitiee architecture by both developers and CoP
members. The most critical issues that will be adsled in the next development steps are presented
below:

* Completion of the development of all fundamentamponents of the PSP (Service
Registry, Service Composition Engine, Service BainfFramework);

» Development of the required software componentstlierimplementation of the four
support/fundamental services;

* Implementation and application of the four supgondamental services;

« Implementation and application of the specific sc@s that have been derived from the
study of the conceptual integration;

» Focus on support of new scenarios that will be gexin the future.
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4 Conclusions

This deliverable presents the key elements of tkegration process in PALETTE. Integration takes
place at several dimensions that complement easthemn the technical level, the organisational (or
activity) level, the users' level. Value is createlden there is a seamless process enabling users to
perform their activities, improve their practiceydamanage their information and knowledge in the
smoothest way in order to avoid adding the cogaitmrden of technology use above their current
work. Then technology becomes a true enabler. ®dtte value also comes from the possibility for
users to choose the relevant services for themthamdrely on mutualised features that both simplif
the general architecture and increase the glols&npeance of the integrated technological system.

PALETTE is on its way to climb a further step. Tdpgeneric scenarios enable to gather and describe
precisely the main streams along which to devdloplement and put in use the innovative services
and a creative architecture. They will also illagtrand sustain the way that CoPs could start mgakin
full use of PALETTE findings (technical and orgaatisnal) in order to enhance their own practices.

Aiming at supporting the generic scenarios, tedinictegration is required in order to assure the
provision of integrated functionality to both PALEE developers and CoPs members. As a first step,
developers try to establish common means of infiomaepresentation and interchanging, service
creation, publication and interoperation and PALET3ervices visualization. Next, they proceed
towards the implementation of the four support/fameéntal services that have been pointed out as a
result of the requirement analysis by the genasenarios. Future work on this task will enable the
implementation of all the highlighted scenarios avitl allow the supporting of new scenarios that
may be emerged in the future.
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All the Web references have been accessed in Fgt0a7.

DPP : DataPortability.org Public Group,tdtp://groups.google.com/group/dataportability-peibl

MEDOQ9 : Technical specifications of collaboratiorupport tools as Web services, at
http://copeit.cti.gr/site/files/D.MED.09_Final.pdf

OAuth: OAuth, ahttp://oauth.net/core/1.0/
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OpenlID_Dir: OpenlID Site Directory, attps://www.myopenid.com/directory/

OpenlD_IdP: OpenlID Providers, lattp://wiki.openid.net/OpenlDServers/

OpenlD_Lib: OpenlD libraries, dittp://wiki.openid.net//Libraries/

OpenID_Recipe: A Recipe for OpenlID-Enabling Your teSi at
http://www.plaxo.com/api/openid_recipe

OpenIiD_Spec: OpenlD Authentication 2.0 Specifigadio http://openid.net/specs/openid-
authentication-2_0.html

OpenlD_Server: Run your own identity server, at
http://wiki.openid.net/Run_your _own_identity server
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PIS : Pi4SOA project wiki, dittp://pidsoa.wiki.sourceforge.net/

Shibboleth: Shibboleth Project, [#tp://shibboleth.internet2.edu/
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APPENDIX A

Detailed Implementation Descriptions of ad hoc scemios

e-Logbook < CoPe_it!: Transparent profile synchronization

Knowing that CoPe_it!l and e-Logbook are stand-al@tieb applications independent from each
another, it would not be an optimal solution to tcglive profile information in one place.
Nevertheless, users should still be allowed to shdw automatically or occasionally synchronize
common profile data stored in the different Paléttds, as this would save them from the burden of
repeating the same actions in two different places.

It is also worth noting that there are some appboadependent profile data, needless to be
propagated from one tool to another. As an exantp&pption «public profile» in e-Logbook could
be set to true or false, depending on whether btheouser wishes to make their account visiblallto
other e-Logbook registered users. This option dagsexist in CoPe_it!, and so, there is no point in
propagating any corresponding change. As for comprofile data, such as home address, phone
number, picture, and Website, an agreement betws®a to follow the same naming conventions
makes it easy for users to identify these commelddias he/she visits the different Web application
and makes it easy for services to communicate dineesponding modifications (the presentation or
visual integration level is concerned with thisuiss

The implementation of this transparent profile $yenization feature can be described as follows. In
the e-Logbook page where users can fill in theiofig information, the options to always or
occasionally propagate changes related to commafilgpdata, to CoPe_it are made available. Then,
every time the user profile information is updatee-Logbook, the latter checks whether any of the
two options mentioned previously are set to trdethis is the case, then e-Logbook invokes an
external rest Web service responsible of updatiegiser profile data in CoPe_it!.

Using an OpenID solution with API authenticatiorilwielp make this process transparent to the user,
as he/she will not be requested to enter loginrin&tion for CoPe_it. As a matter of fact, he/shi wi
only need to authorize e-Logbook to invoke the mwEservice on his/her behalf. After having the
user’s delegation, CoPe_it! will generate an actalssn for e-Logbook to access the needed service.
e-Logbook can then use this token to invoke thetfan responsible for updating the user profileadat
in CoPe_it!. The same process is followed to prapagrofile information from CoPe_it! to e-
Logbook. Finally, the same procedure can also bewed to propagate profile information changes
among other Palette tools.

SweetWiki <> CoPe it!

The overall goal of this integration effort is togenent existing services of CoPe_it! by utilizitng t
ontologies (and basic KM services) that have bemreldped in the context of Palette. In particular,
future releases of CoPe_it! will permit the annotatof individual resources found in collaboration
spaces by CoP members (as well as annotation i€ embrkspaces), in order to explicate the role
these resources play within the problem domain. gioposed mechanism is that of tagging, i.e. the
ability to add tags to any resource, that are dtaristic for the domain of the issue being disedss
This will make the CoPe_it! system aware of the aatics of each resource. By having the machine
being aware on the semantics, some provided sergae be elevated to the semantic and domain
specific level. More precisely:

« Enable semantic search of resources and collaboration patterns. Currently, search services in
CoPe_it! operate on a simple keyword basis. Thiama¢hat search services can only match exact
keywords against some attributes of resources.ahis is useful in some cases, it cannot answer
gueries that require information on a semantic lleweh as “Find all evaluation reports that
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contain the term X” or more complex queries suclirisd all research papers that have been
refuted by empirical evaluation”. The semantic skaslso make it possible to found resources
that are not explicitly sited in a workspace, & @ workspace contains a PhD thesis containing
the word X, it can be retrieved as a possible tdsula query such as “find all the research papers
containing X" since a “PhD thesis” is a sub-clagsresearch paper”, this example shows also the
possibility to combine (griori, by reducing the search space, oposteriori by filtering the
results) semantic search with keyword-search rdttzer replace it.

« Facilitate the understanding of a collaboration space within the context of awareness services and
aid the formalization process. By tagging individual resources users will béeato understand
better the role individual resources play in aaladration space. Moreover, the tags may also be
used as one additional parameter during the proak$srmalizing the collaboration space, as
supported by CoPe_it!

The ontologies created with the Palette KM tools pkay a catalytic role in with respect to tagging
resources in CoPe_it!. In particular, they pernstablishing a common vocabulary that describes
precisely and sufficiently a domain. Tags for amtiog individual resources in CoPe_it! collaboratio
workspaces can then be chosen from the ontologlated to the appropriate domain. As a result, the
semantics of resources can be machine-processatblbesnce the aforementioned CoPe _it! services
can be elevated to the semantic level. The intiegratf semantic services into CoPe_it! aims at
supporting this resource tagging functionality.
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Figure 14 - The dialog box enabling users to anndi@ the selected resource. While the user types ihe
tag(s), the system auto-completes the entered teby suggesting concepts from the ontologies that nit
the text.

Figure 14 illustrates what the user will be abledm once the integration with KM has been
completed. Users will be able to tag any reso@doeument, idea, comment, relation, aggregation
mechanisms and even entire workspaces) found iollaboration space with concepts from an
ontology that has been authored using Palette’st&dls (or any existing ontology in the Web, for
some domains, specific ontologies exist and canseel by CoPs). Upon selecting an item, a special
option will be visible through which users may addit and remove tags to the selected resource. By
selecting the add option, a dialog box will appe@abling the user to type in the tag(s) that héegs

to assign to the resource. This mechanism canyebsilextended to a set of resources or to the
collaboration workspace. The dialog box will autovplete the text entered by the user: i.e. whige th
user types in the text, CoPe_it! will propose lab&om the ontology that are associated with cptsxe

of the ontology and match the entered text. Hetleeuser will be able to select only tags that matc
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labels in the domain ontology. Once the approptigehas been selected it is stored into CoPesit! a
part of the resource’s metadata.

To achieve the functionality described above, &egeto-server communication between CoPe_it! and
basic KM services is required. Figure 15 outlifes dequence of events that take place, while the us
types in the text in the dialog box when attemptim¢ag a selected resource. The foreseen integrati

will make use of the Web Services as they wererdestin D.KNO.03.

CoPe_it! forwards request to
KM services via SOAP e.g. 3. 4. list of matching concepts.
issues query operation.

Brower sends via AJAX
request the entered text to

CoPe _it! back-end

User types text to tag 1. Browser displays result.

resource

KM back-end server.
Access ontology of CoPs.

A4

KM services respond with a

CoPe_it! back-end server
Maintains collaboration spaces of
CoPs.

A

Web browser

CoPe_it! forwards matching
concepts to browser. May
cache result locally.

Figure 15 - Sequence of events to annotate an itémCoPe_it! During this interaction, CoPe_it! backend

contacts KM services back-end using SOAP requests.

The communication between CoPe_it! and KM serweidsnvolve the following steps:
» The user enters text to tag a selected resource;

» The browser issues an AJAX request to CoPe_itlesting completion of the entered text.;
» CoPe._it! back-end forwards request to the semasgiger issuing a query operation and
supplying a valid SPARQL expression;

* The semantic server sends response in XML to CtPseriver;

» CoPe._it! processes received response and transforim® a format suitable for the Web

browser;

* Web browser receives response from CoPe_it! sanedisplays result to the user;
* Once the user selects the desired tag, it is agsdcivith the resource and stored along with
the resource’s metadata.

It is important to notice that the described taggservice will also take into consideration therisse
desired language and propose tags only in the fgmbdanguage. Information relevant to a user’'s

language preferences is available in his/her @rofil
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